ES
December 2, 2015

Mr. James Bryan

Bi-JaMar, Inc. dba Quality Sound
2010 E. Fremont Street
Stockton, CA 95205

Subject: RENEWAL of Quality Sound’s California Multiple Award Schedule (CMAS)

CMAS Contract No.: 3-12-84-0023A, SUPPLEMENT NO. 1
CMAS Contract Term: December 2, 2015 through December 31, 2020
Base GSA Schedule No.: GS-07F-0450K

The State of California accepts your firm's offer and renews the attached California Mulliple Award
Schedule (CMAS) contract for the term identified above. The contract has been awarded the same
contract number as the original CMAS contract. This contract number must be shown on each invoice
rendered. Additionally, this letter shall not be construed as a commitment to purchase any or all of the
State's requirements from your firm. Prior approval is required from the State for all news releases
regarding this contract.

It is your firm's responsibility to furnish, upon request, a copy of this CMAS contract to State and local
government agencies. A complete CMAS contract includes the following: 1) this acceptance letler,

2) CMAS cover pages (which includes the signature page, ordering instructions and special provisions,
and any attachments or exhibits as prepared by the CMAS Unit), 3) CMAS terms and conditions,

4) Federal GSA terms and conditions, and 5) product/service listing and prices. The CMAS Unit strongly
recommends that government agencies place orders with Contractors who provide ALL of the contract
elements described above.

To manage this contract, Contractors are directed to the "CMAS Contract Management and Information
Guide”, which can be accessed at www.dgs.ca.gov/pdiprograms/leveraged/cmas.aspx, then select the
“For Suppliers/Contractors” link.  This guide covers topics such as CMAS Quarterly Reports,
amendments, extensions, renewals, Contractor's change of address or contact person, company name
change requests, and marketing your CMAS contract.

It is the Contractor's responsibility to submit on a timely basis detailed CMAS Quarterly Reports (along
with any applicable incentive fees).

THE NEXT QUARTERLY REPORT DUE FOR THIS CONTRACT IS Q4-2015 (OCT-DEC)
DUE BY JAN 15, 2016,

The "Approved CMAS Contractor" logo is only available to CMAS contract holders for display at
conferences or on other marketing material. A login and password is required to download the logo. Go
to http:/iwww.dgs.ca.gov/pd/Resources/FormsResourcesLibrary.aspx |, then select "Reference Material”,
click on “CMAS Logos" under the heading “Marketing Tools". At the prompt, enter the login:
"cmassupplier” and the password: "cmas010194".

Should you have any questions regarding this contract, please contact me at 916/375-4408. Thank you
for your continued cooperation and support of the CMAS Program.

2 9()LﬁﬁD}\ Ta I'-. Program Analyst

tifornia Multiple Award Schedules Unit
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Procurement Division
707 Third Street, 2°' Floor, MS #2-202
Wast Sacramento, CA 95605-2811

State of California

MULTIPLE AWARD SCHEDULE

Bi-JaMar, Inc.
dba

Quality Sound

CONTRACT NUMBER: | 3-12-84-0023A

SUPPLEMENT NO.: 1
CMAS CONTRACT TERM: 12/2/2015 through 12/31/2020

CONTRACT CATEGORY: Information Technology Goods &

Services
APPLICABLE _
TERMS & CONDITIONS: Septaniber & 2078
MAXIMUM ORDER LIMIT: $500,000
FOR USE BY: State & Local Government Agencies
BASE GSA SCHEDULE NO.: | GS-07F-0450K

BASE SCHEDULE HOLDER: UTC Firg & Security Americas
Corporation, Inc

This contract provides for the purchase and warranty of fire alarm
systems only. (See page 2 for the specific brands and restrictions
applicable to this contract.)

NOTICE. Producls and/or services on this CMAS may be available on a Mandatory Statewide Contracts. If this is the case, the use of this
CMAS is restricted unless the Slale agency has an approved exemption as explained in the Statewide Contract User Instuclions.

Information ragarding Slatewide Conlracts can be obtained at the website:
hilp:/heneawe.documents.das.ca.qovipd/contiacts/contractindexlisting.htm.  This requirement is not applicable to local government entities.

The purpose of this supplement is o renew this contract through 12-31-20. In addition, this supplement replaces in its entirely Qualily
Sound's existing California Mulliple Award Schedule (CMAS) that expired on 11-30-15. The most current Ordering Instructions and Special
Provisions and CMAS Terms and Condilions dated September 8, 2014, products and/or services and pricing are included herein. Please
review these provisions carefully because they may have changed since issuance of your last contract

Agency non-compliance with the requirements of this contract may result in the loss of delegated authorily lo use the CMAS program.
Contractor non-compliance with the requirements of this contract may result in contract termination.

o c«im Effective Date: 12/2/2015
YO DA TUTT, Program Analyst, California Multiple Award Schedules Unit




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
QUALITY SOUND
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CMAS PRODUCT & SERVICE CODES

The CMAS Product & Service Codes listed below are
for marketing purposes only. Review this CMAS
coniract and the base contract identified below for the
products andior services avaitable on this confract.

Brand-Edwards Sys Tech (EST)
Brand Vigilant

Alarm System-Fire

Fire Alarm Srvc

AVAILABLE PRODUCTS AND/OR SERVICES

Only products from the mamnacturer(s) listed below are
available within the scope of this contract,

Edwards Sys Tech (EST)
Vigilant

The ordering agency must verify all products and/or
services are currenlly avallable on ithe base GSA
schedule at the GSA elibrary. Access the GSA
eLibrary at www.gsaelibrary.gsa.qoy.

EXCLUDED PRODUCTS AND/OR SERVICES

Repair services and services listed under Special ltem

Numbers {SINs) 246-42-1 and 246-1000 on the base GSA

contract listed below are not avaitable under this contract.

CMAS BASE CONTRACT

This CMAS contract is based on some or all of the
products and/or services and prices from GSA
Schedule No. GS-07F-0450K (UTC FIRE & SECURITY
AMERICAS CORPORATION, INC.) with a GSA term
of  9/20/2045  through  9M19/2020  Including
modification PA0060. The term of this CMAS
contract incorporates an extension of three months
beyond the expiration of the base G3A contract, and
is shown in the “CMAS Terin Dates” on page 1.

Replace “UTC Fire & Security Americas
Corporation, inc.” with "Quality Sound” where “UTC
Fire & Security Americas Corporation, Inc.” is
referenced In the federal GSA muitiple award
Contract Terms and Conditions.

ISSUE PURGHASE ORDER TO

Agency purchase orders must be mailed to the following
address, or faxed to (209) 948-0965:

Quality Sound

PO Box 65601
Stockton, CA 95205
Attn: John 8. Greff

Ordering Instructions and Special Provisions

Agencies with questions regarding products andlor
services may contact the contractor as follows:

Phone: (209) 948-2104
E-mail: jgreff@qualiiysound.net

CALIFORNIA SELLER'S PERMIT

Quality Sound’s California Seller's Permit No. is
28774443, Prior to placing an order with this company,
agencies should verify (hat this permit is slill valid at the
following website: vww.boe.ca.gov.

CONTRACT PRICES

The maximum prices allowed for the products andfor
sarvices available in this CMAS contract are those set
forth in the base conlract identified on page 2 of this
contract.

The ordering agency is encouraged to seek prices lower
than those on this CMAS contract. When responding to
an agency's Request for Offer (RFO), the contractor can
offer lower prices to be competitive.

AMERICAN RECOVERY AND REINVESTMENT ACT
[ARRA)

Ordering departments execuling purchases using ARRA
funding must attach the ARRA Supplementat Terms and
Conditions document to their individual RFOs and
purchase documenis. Departments are reminded that
these terms and condilions supplement, but do not
replace, slandard Slate terms and condilions associated
with this CMAS contract. The ARRA Supplemental
Terms and Conditions can be accessed at
www documents.dgs.ca qov/pdipoliproc/ARRATand%20

C081009hnat. pdf.

WARRANTY

For warranties, see the federal GSA schedule and the
CMAS Terms and Conditions, Generat Provisions,
CMAS Wairanty.

DELIVERY

45 days after receipt of order, or as negoliated balween
agency and conlractor and included in the purchase
order, or as otherwise stipulated in the contract.

SHIPPING INSTRUCTIONS

F.0.B. (Free On Board) Destination. Ssller pays lhe
freight charges.

PURCHASING AUTHORITY DOLLAR THRESHOLD

No CMAS order may be executed by a State agency
that exceeds that agency's CMAS purchasing authority
threshold or the CMAS maximum order limif, whichever
s less.
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HOW TO USE CMAS CONTRACTS

Agencies must adhere to the detailed requirements in
the State Contracting Manual (SCM) when using CMAS
contracis. The requiremants for the following bullets are
in the SCM, Volume 2, Chapter 6 ({for non-IT) and the
SCM, Volume 3, Chapter 8 {for I'T):

o« Develop a Request for Offer, which includes a
Scope of Work (SOW), and Bidder Declaration
form. For informalion on ihe Bidder Declarafion
requirements, see the SCM, Volume 2, Section
3.5.7 and Volume 3, Section 3.4.7.

« Search for potentiasl CMAS contractors al
www dgs.ca.qovipdiPrograms/Leveraged/CMAS aspx,
select "Find a CMAS Contract™

e Solicit offers from a minimum of 3 CMAS
contractors including one small business andfor
DVBE, i available, who are authorized to sell the
products andfor services needed.

o |f soliciling offars from a certified DVBE, include the
Disabled Veteran Business Enterprise Declarations
form (Sid. 843) in the Reguest for Offer. This
declaration must be completed and returned by the
DVBE prme contractor andfor any DVBE
subcontractors. (See the SCM Volumes 2 and 3,
Chapter 3).

« This is not a bid transaction, 50 the smail business
preference, DVBE participation goals, protest
tanguage, intenis to award, evaluation crileria,
advertising, elc., are nof applicable,

¢ |f less than 3 offers are received, State agencies
must document {heir file with the reasons why the
other suppliers solicited did not respond with an
offer.

¢« Assess the offers received using best value
methodology, with cost as one of the crileria,

s lIssue a Purchase Order to the selected coniractor.

»  For CMAS transactions under $5,000 only one offer
is required if the Slale agency can establish and
document that the price is fair and reasonable.

Local governmenis set their own order limits, and are
not bound by the order limits on the cover page of this
contract.

SPLITTING ORDERS

Splilling orders to avoid any monetary limitations is
prohibited.

Do not circumveni nomnal procurement methods by
splitling purchases inlo a seres of delegated purchase
orders (PCC § 10328).

Splitting a project inle small projects to avoeid either

fiscal or procedural conlrols is prohiblted (SAM
4819.34),

Ordering instructions and Special Provisions

MINIMUM ORDER LIMITATION

There is no minimum doilar vajue fimitation on orders
ptaced under this contract.

ORDERING PROCEDURES

1. Order Form

State agencies shall use a Contract/Delegation
Purchase Order (Std. 65) for purchases and
Services.

Local governments shall, in liev of the State's
Purchase Order (Std. 65), use their own purchase
order document.

Electronic copies of the Slate Standard Forms can
be found at the Office of State Publishing website.
The site provides information on the various forms
and use wilh the Adobe Acrobat Reader. Beyond
the Reader capabilities, Adobe Acrobat advanced
fealures may be uolilized if you have Adobe
Business Tools or Adobe Acrobat 4.0 installed on
your computer.  Direct link to the Standard Form
65:
hitp:/ivaww.das.ca.govidas/ProgaramsServices/Tonm
s/IFMC/Search.aspx.

2. Purchase Orders

State and Local Government agencies are required
to send a copy of each CMAS purchase order fo:

Department of General Services

Procurement Division, Data Management Unit
PO Box 9890562, MS #2-203

Wes! Sacramenio, CA 95798-9052

(or via Interagency Mail Service #7-1}

The agency is reguired to complete and distribute
the order form. For semvices, the agency shall
modify the information contained on the order to
include the service pericd {start and end date), and
the monthly cost {or other intermittent cost), and
any other informalion periinent o the services
being provided. The cost for each line item should
be included in the order, not just system totals.

The contractor must immediately reject orders that
are nol accurate. Discrepancies are to be
negoliated and incorporated into the order prior to
the products and senvices being delivered.

3. Service and Delivery after Contract Expiration

The purchase order must be issued before the
CMAS contract end term expires.  However,
delivery of the products or completion of the
sefvices may be after the contract end lerm expires
(unless otherwise specilically stated in  the
conlract), but must be as provided for in the
contract and as specified in the purchase ofder,
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4,  Multiple Contracts on STD. 65 Order Form

Agencies may include multiple CMAS coniracis
from the same contractor on a single Std. 65
GContract/Delegation  Purchase  Order. For
guidelines, see the SCM, Volumes 2 & 3, Chapter
68.B4.1.

5. Amendments to Agency's Purchase Orders

Agency purchase orders cannot be amended if the
CMAS contract has expired.

The SCM, Volumes 2 & 3, Chapter 6. A5.0 provides
the following direction regarding amendments to all
types of CMAS purchase orders:

Originat  orders, which include options for
changes (e.g., quantity or time), thal were
evaluated and considered in the seleclion for
award during the RFO process, may be
amended consistent with the terms of the original
order, provided thal the original order allowed for
amendments. K the original order did net
evaluate options, then amendmenis are not
allowed unless an NCB is approved for those
amendments,

Amendments unigue to non-IT services are covered
in the SCM, Volume 2, Chapler 6.B82.9 as follows;

If the original contract permilled amendments,
but did not specify the changes {e.g., quantily or
time), it may be amended. This only applies to
the first amendment. The time shall not exceed
one year, or add not more than 30% of the
original order value and may not exceed
$250,000. U the original contract did not have
language permitting amendments, the NCB
process must be followed.

Also, see the SCM, Volumes 2 & 3, Chapler 8,
Topic 6, for more information on amending
purchase orders.

CONTRACTOR OWNERSHIP INFORMATION

Quality Sound is a cerlified small business enlerprise.
Their Office of Small Business and DVBE Services
(OSDS) ceriificalion #1083020 expires on 1/31/2017.

If this cerlification has expired, the current expiration
date for this company's cerificalion should be verified
at:  wwy hidsync.com/DPXBiIsCASB or by contacling
the Office of Small Business and DVBE Services at
{016) 375-4840. Note that some companies have been
assigned a new certification number, so use the
company name andfor ceriification number when
checking stalus on-line.

Ordering Instructions and Special Provisions

Prior to placing orders under the CMAS program, Stale
agencies shall whenever praciicable first consider offers
from small businesses that have established CMAS
confracts  [GC  Section 14846(h)]. NOTE; The
Depariment of General Services auditors will request
substantiation of compliance with this requirement when
agency files are reviewed.

The following website lists CMAS Small Business and
Disabled Veteran Pariners:
www das,.ca.govind/Programsileveraged/CMAS. aspx
then select "Find a CMAS Contractor”.

In response {o our commitment to increase parlicipation
by small businesses, the Depailment of General
Services walves the administrative fee {a fee
currently charged to customer agencies to support
the CMAS program) for orders fo certified small
business enterprises.

See the current fees in the DGS Price Book ab
hitp ey das . ca.goviofs/Pricebook. aspx.

SMALL BUSINESSIDVBE - TRACKING

State agencies are able lo claim subcontracting dollars
towards their small business or DVBE goals whenever
the Contractor subconlracts a commereially useful
function to a cerlified small business or DVBE. The
Contractor will provide the ordering agency with the
name of the small business or DVBE used and the
dollar amount the ordering agency can apply towards its
small business or DVBE goal.

SMALL BUSINESS/DVBE - SUBCONTRACTING

1. The amount an ordering agency can claim towards
achieving its small business or DVBE goals Is the
dollar amount of the subcontract award made by
the Contractor o each small busingss or DVBE.

2. The Contractor will provide an ordering agency with
the foliowing information at the fime the order is
quoted:

a. The Contraclor will state that, as the prime
Contractor, it shall be responsible for the
overail execution of the fulfillment of the order.

b. The Contractor will indicate to the ordering
agency how the order meets the small
business or DVBE goal, as follows:

« List the name of each company that is
certified by the Office of Small Business
and DVBE Cerification that it intends to
subcontract a commercially useful function
to; and

¢ dnclude the small business or DVBE
certification number of each company
lisled, and altach a copy of each
certificalion; and
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o indicate the dollar amount of each
subcontract with a small business or DVBE
that may be claimed by the ordering agency
towards the small business of DVBE goal:
angd

e Indicate what commercially useful function
the small business or DVBE subconiractor
will be providing towards fulfillment of the
order.

3. The ordaring agency's purchase order must be
addressed to the prime Contractor, and the
purchase order must reference the information
provided by the prime Coniractor as oullined above.

NEW EQUIPMENT REQUIRED

The State will procure new equipment. All equipment
must be new {or warranted as newly manufactured) and
the latest model in current produclion. Used, shopworn,
demonsirator, prototype, or discontinued models are not
acceptable.

Where Federal Energy Management Program (FEMP)
standards are available, all State agencies shall
purchase only those products that meel the
recommended standards. All products displaying the
Energy Star label mest the FEMP standards.

SPECIAL MANUFACTURED GOODS

Any conlract for goods fo be manufaclured by the
contractor specifically for the State and not suitable for
sale to others may require progress payments.

PRODUCT INSTALLATION

The contractor is fully responsibie for all installation
services performed under the CMAS contract, Product
installations must be performed by manufacturer
aulhorized parsonnel  and meet  manufacturer
documented specifications.

The prime contractor, as well as any subconiractors,
must hoid any cerlifications and/or licenses required for
the project.

ELECTRONIC WASTE RECYCLING

The Electronic Waste Recycling Act of 2003 requires
refallers to collect a recycling fee from consumers on
covered electronic devices starting January 1, 2005.
California Public Resources Code, Seclion 42463(f)
defines a "covered elecironic device” as a video display
device containing a screen greater than four inches
measured diagonally. See the code identified above for
more information and exceplions to this definition.

Crdering Instructions and Special Provisions

The Integrated Waste Management Board s
implementing this new legislalion, and the Board of
Equalizalion is responsible for collecting these recycling
fees from retailers. See the following two websites for
more information on this topic:
www.ciwmb.ca.goviElectronics/Act2003/

www boe ca.govisptaxprog/ewaste him

The electronic wasle recycling fee must be shown as a
fine em on the agency purchase order before the
Contractor can include it on their invoice,

PUBLIC WORKS (INSTALLATION SERVICES ONLY)

A public works contract is defined as an agreement for
“the ereclion, consbruction, alteration, repair, or
improvement of any public structure, building, road, or
other public improvement of any kind” in accordance
with the Public Contract Code (PCC) Seclion 1101,
State agencies planning these lypes of projecis need to
review the SCM, Volume 1, Chapters 10 and 11 for
applicable guidelines and regulations.  Also, the
Depariment of General Services (DGS), Real Estate
Services Division (RESD} can be contacted at {916)
376-1748, if you have queslions aboul these types of
transaclions.

Agency CMAS purchase orders may atlow for public
works installation only when it is incidental to the tolal
purchase order amount, The total dotlar value of all
public works services included in the purchase
order must not exceed the dollar value of the
products.

Agencies are to ensure thal the applicable laws and
codes pertaining to the contractor and sub-contractor
ticensing, prevailing wage rales, bonding, labor coda
requirements, etc., are adhered to by the prime
contractor as well as any sub-conlractor  during
perfermance under the CMAS purchase order,

The bond amount for public works has increased to a
sum not less than one hundred percent (100%) of the
purchase order price.

NOTE: In accordance with Labor Code Section 1773.2,
the ordering agency is responsible for determining the
appropriale craft, classification or type of worker needed
for any contract for public works. Also, the agency is to
specify the applicable prevailing wage rates as
determined by the Director of the Department of
Industrial Relations {DIR}.  1n lieu of specifying the
prevailing wage rates, the agency may include a
statement on the order that the prevailing wage rates
are on file at the agency's office, and will be made
available upon request. The prevailing wage rates are
available from the DIR at www.dirca.gov (select
Statistics & Research) or (415) 703-4774.

Bonds: For guidelines, see CMAS conlract, General
Terms and Conditions, Public Werks Requirements.
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State Contractor's License: Public woiks services
can be obtained through CMAS only if incidental to the
ovarall purchase order. |If incidental public works
services are included in the purchase order, prior to
issuing the order agencies should contact the State
Contractor's License Board at 1-800-321-2752 or af
www.cslb.ca.gov to verify that the Contractor's License
shown below is still active and in good standing,

Quality Sound’s California Confractor's  License
number is 496881, This is a Class 7 and C-10 license
that is valid through 8/31/2016.

Cable and Wire: Cable and wire products that are
purchased under this contract must be for information
technology projacts only {computers,
telecommunications, and security systems) and eannot
be used for generat purpose installations.

Purchase orders for cable and wire Installation services
only are prohibited.

Agency queslions regarding the purchase andfor
installation of cable and wire for compulers andfor
telecommunications may be directed fo the Califomia
Technology Agency, Slalewide Telecommunications
and Network Division.

Cable and wire instailations under this contract must be
installed and tested to EIA/TIA Standards.

PRODUCTIVE USE REQUIREMENTS

The customer in-use requirement applies to all
procurements of information technology equipment and
software, per the SCM, Volume 3, Chapter 2, Section
2.86.2.

Each equipment or software componant must be in
current operation for a paying customer and the paying
customer must be external to the coniraclor’s
organizalion {not owned by the conlractor and nol
owning the contractor).

To substantiate compliance with the Productive Use
Requirements, the conlractor must provide upon
request the name and address of a cuslomer installation
and the name and ielephone number of a contact
person.

The elapsed lime such equipment of sofiware must
have been in operation is based upon the importance of
the equipment or software for system operalion and its
cost. The following designates product categories and
the required period of time for equipment or software
operation prior to approval of the replacement item on
CMAS.

Ordering Instructions and Special Provisions

Category 1 - Critical Software: Crilical sofiware is
software that is required to control the overall operation
of a compuler system of peripheral equipment.
Included in this category are operaling systems, dala
base management systems, language interpreters,
assemblers and compilers, communicalions software,
and other essential syslem software.

Cost Prior Cperation
More than $100,000 8 months
$10,000 up to $100,000 4 maonths
Less than $10.000 1 month

Category 2 - All information Technology Equipment
and Non-Critlcal Software: Informalion technology
equipment is defined in SAM Seclion 4819.2.

Cost Prior Operation
More than $100,000 6 months
$10,000 up to $100,000 4 months
Less than $10,000 1 month

OPEN MARKET/NCIDENTAL, NON-SCHEDULE
ITEMS :

The only time that open market/incidental, non-schedule
items may be included in a CMAS order is when they
falt under the parameters of the Not Specifically Priced
(NSP) Hemns provision. K the NSP provision is not
included In the schedufe, or the products andfor
services required do not qualify under the parameters of
the NSP proviston, the products and/or services must be
procured separate from CMAS,

NOT SPECIFICALLY PRICED (NSP) ITEMS

Contractors must be authorized providers of the
hardware, sofiware and/or sepvices they offer under the
Not Specifically Priced (NSP) ltems provisian.

Agency and contractor use of the NSP provision is
subject to the following requirements:

t. Purchase orders conlaining only NSP ilems are
prohibited.

2. A purchase order containing NSP items may be
issued only if it resulls in the lowest overall
alternative o the State.

3. NSP items shall be clearly idenfifled in the order.
Any product or service already specifically priced
and inctuded in the contract may not be idenlified
as an NSP item.

4.  Maximum Order Limitation: For orders $250,000,
or less, the tolal dollar value of all NSF llems
included in a purchase order shall not exceed
$5,000. For orders exceeding $250,000, and at the
option of the conlractor, the total dollar value of all
NSP items in a purchase order shall not exceed 5%
of the total cost of the order, or $25,000 whichever
is lower.
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5. An NSP item included in an order issued against a
contract is subject to alt of the terms and conditions
set forth in the contract.

6. Trade-ins, upgrades, involving the swapping of
boards, are permissible, where the confract makes
specific provisions for this action. In lhose
instances where it is permitted, the purchase order
must include the replacement ilem and a nolalion
that the purchase involves the swapping of a board.

The following NSP items ARE SPECIFICALLY
EXCLUDED from any order issued under this contract:

1. ltems not intended for use in directly supperting the
priced items included in the same order. An NSP
item must be subordinate to the specifically priced
item that it is supporiing. For example, a cable,
which is not othernwise specifically priced in the
conlract, is subordinate to a specifically priced
printer of facsimile maching, and is eligible to be an
NSP jtem subject lo that cable meeting the
remaining NSP requirements. However, a printer
or facsimile machine, which s not otherwise
specifically priced in the contract, is nol subordinate
to a specifically priced cable, and is not eligible to
be an NSP item.

2. Supply type itemns, except for the minimum amount
necessary to provide initial support to the priced
items inciuded in the same order.

3. Hems that do nol meet the Productive Use
Requirements for information technology products,
per the SCM, Volume 3, Chapter 2, Seclion 2.B6.2.

4, Any other item or class of items specifically
excluded from the scope of this contract.

Public Works components NOT incidental to the
total purchase order amount.

=4

6. Producls or services the contractor is NOT factory
authorized or otherwise certified or frained to
provide,

7. Follow-on consultant services thal were previously
recommended or suggesied by the same
contractor.

The contractor is required to reject purchase orders
containing NSP items that do not conform to the above
requirements. The contractor will promptly notify the
agency issuing the non-conforming order of its non-
acceptance and the reasons for its non-acceptance.

Qrdering [nstruclions and Special Provisions

STATE AND LOCAL GOVERNMENTS CAN USE
CMAS

Stale and local govemment agency use of CMAS
condracts is optional. A local government is any cily,
county, cily and counly, district, or other local
governmental bedy or corporation, including UG, CSU,
K-12 schools and communily colleges empowered lo
expend public funds. While the Slate makes this
conlract available, each local government agency
should make its own determinalion whether the CMAS
program is consistent with their procurement policies
and regulations.

UPDATES AND/OR CHANGES

A CMAS amendment is not required for updates andfor
changes once the update andfor change becomes
effective for the federal GSA schedule, except as
follows:

¢« A CMAS amendment is required when the contract
is based on products andfor services from anolher
confraclor's multiple award contract and  the
confraclor wants to add a new manufacturer's
products andfor services.

« A CMAS amendment is required for new federal
contract lerms and conditions that conslilute a
material difference from existing contract terms and
conditions. A material change has a potentially
significant effect on the delivery, quantity or quality
of items provided, the amount paid o the contractor
ar on the cost to the Stae.

o A CMAS amendment is required for changes lo
contracls that require California Prison Industry
Authority (CALPA) approval.

A CMAS amendment is required to update andfor
change terms and condilions and/or products and
services based on a non-federal GSA mulliple award
contract.

SELF-DELETING FEDERAL GSA TERMS AND
CONDITIONS

Instructions, or terms and conditions that appear in the
Special ltems or other provisions of the federal GSA and
apply 1o the purchase, license, or rental {as applicable}
of products or services hy the U.S. Government in the
United States, andfor to any overseas location shalt be
self-deleling. (Example: "Examinations of Records"
provision).

Federal regulations and slandards, such as Federal
Acquisition Regulation (FAR), Feaderal Information
Resources Management Regulation (FIRMR), Federal
information Processing Slandards (FIPS), General
Sarvices Administration Regulation (GSAR), or Federal
Instaliment Payment Agreement (FIPA} shall be self-
deleting. Federal blanket orders and small order
procedures are nol applicable.
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ORDER OF PRECEDENCE

The CMAS Terms and Conditions shall prevail if there is
a conflict between the lerms and conditions of the
contractor's federal GSA, {or other mulliple award
confract), packaging, invoices, catafogs, brochures,
technical dala sheets or other documents (see CMAS
Terms and Gonditions, CONFLICT QF TERMS).

APPLICABLE CODES, POLICIES AND GUIDELINES

Al Califomia codes, policies, and guidelines are
applicable. THE USE OF CMAS DOES NOT REDUCE
OR RELIEVE STATE AGENCIES OF THEIR
RESPONSIBILITY T0 MEET STATEWIDE
REQUIREMENTS REGARDING CONTRACTING OR
THE PROCUREMENT OF GOODS OR SERVICES.
Most procurement and contract codes, policies, and
guidelines are incorporated inte CMAS confracts.
Nonetheless, there is no guarantee that every possible
requirement that pertains to all the different and unique
Siate processes has been included.

STATEWIDE PROCUREMENT REQUIREMENTS

Agencies must carefully review and adhere to all
stalewide procurement requirements in the SCM,
Volumes 2 and 3, such as:

¢« Auwtomaled Accounting System requirements of
State Administrative Manual {SAM) Section 7260-
62,

e«  Productive Use Requirements, per the SCM,
Volume 3, Chapter 2, Section 2.86.2.

»  SAM Sections 4810.41 and 4832 cerlifications for
information  technology  procurements  and
compliance with policies,

+  Services may nof be paid for in advance,

o Agencies are required fo file wilh the Department of
Fair Employment and Housing {(DFEH} a Confract
Award Report Sid. 16 for each order over $5,000
within 10 days of award, including supplements that
exceed $5,000.

¢ Pursuant to Public Contract Code Seclion 10359
State agencies are to report all Consulting Services
Contract aclivity for the preceding fiscal year fo
DGS and the six legislative commiltees and
individuals thal are listed on the annual
memorandum from DGS.

e Pursuant to  Unemployment Insurance Code
Seclion 10B8.8, State and local government
agencies must report to the Employment
Development Department {EDD) all paymenis for
services that equal $600 or more to independent
sole proprietor conlraclors. See the Coniraclor's
Std. 204, Payee Data Record, to determine sole
proprietorship. For inquiries regarding this subject,
coact EDD at (916) 651-68945 for technical
questions or (B88) 745-3886 for information and
forms.

o Annwal small business and disabled veleran
reports,

Crdering Instructions and Speciat Provisions

o Post evaluation reports. Public Contract Code
10369 requires State agencles lo prepare post
evaluations on form Std. 4 for all completed non-iT
consuiting services contracts of more than $5,000.
Copies of negative evaluations for  non-IT
consulting services only must be sent to the DGS,
Office of Legal Services. The Bureau of State
Audits requires Slate agencies annually fo ceriify
compliance with these requirements.

ETHNICITY/RACE/GENDER REPORTING
REQUIREMENT

Effective January 1, 2007, in accordance with Public
Coniract Code 10111, Siate agencies are to capliure
information on ethnicily, race, and gender of business
owners (not subceniractors} for ali awarded contracts,
including CAL-Card transactions. Each depariment is
required to independently report this information to the
Governor and the Legisialure on an annual basis,

Agencies are responsible for developing their own
guidelines and forms for collecling and reporting this
inforimation,

Contractor participalion is voluntary.

PAYMENTS AND INVOICES

1. Payment Terms
Payment terms for this contract are net 45 days.

Payment will be made In accordance with lhe
provisions of the California Prompt Payment Act,
Governmen! Code Section 927 et. seq. Unless
expressly exempled by slatule, the Act requires
Slale agencies to pay properly  submitted,
undisptited invoices nol more than 45 days after (i)
the date of acceptance of goods of performance of
services; or (i) receipt of an undisputed invoice,
whichever is later.

2. Payee Data Record {Std. 204}

Each State accounting office must have a copy of
the Conlractor's Payee Data Record (Std. 204) in
order to process payment of invoices. Conlractors
are required {o provide a copy of their Std. 204
upon fequest from an agency customer. Agencles
should forward a copy of the Std. 204 to their
accounling office. Without the Std. 204, payment
may be unnecessarily delayed.

3. DGS Administrative and Incentive Fees

Orders from State Agencies.!

The Department of General Services (DGS) will bill
each State agency direclly an adminisirative fee for
use of CMAS contracts. The administralive fee
shoutd NOT be included in the order total, nor
remilled before an invoice is received from DGS.
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CMAS conlraclors cannot charge local government
agencies an additional 1% charge on a separale line
ftem to cover the incentive fee. The contraclor must
include the 1% incenlive fee in the price of the products
or services offered, and the line item prices musi not
excead the applicable GSA prices.

A local government agency is any cily, counly, district,
or olher local governmental body, including the
California State University (CSU) and Universily of
California (UC) systems, K-12 public schools and
community colleges empowered o expend public funds,

This incentive fae is waivaed for CMAS purchase orders
issued to California certified small businesses.

The check covering this fee shall be made payable to
the Depariment of General Services, CMAS Unit, and
mailed lo the CMAS Unit along with the applicable
Quarterly Report. See the provision in this contract
entiled "Contraclor -Quarterly Report Process” for
information on when and where to send these checks
and reporls.,

CONTRACTOR PROVIDES COPY OF THE
CONTRACT AND SUPPLEMENTS

CMAS conlractors are required to provide the entire
contract that consists of the following:

s Cover pages with DGS logo and CMAS analyst's
signature, and Ordering Inslructions and Special
Provisions.

o California CMAS Terms and Conditions.

o Federal GSA Terms and Conditions {unless
otherwise stipulated in the CMAS contract).

o Federal GSA products, services, and price list
(unfess otherwise stipulated in the CMAS conlract).

s Supplements, if applicable.

i is important for the agency to confirm that the required
products, services, and prices are included in the
conlract and are at or befow contract rates. To
streamline substantialion that the needed items are in
the coniract, the agencies should ask the contractor fo
identify the specific pages from the contract that include
the required products, services, and prices. Agencies
should save these pages for their file documentation.

CONTRACTORS ACTING AS FISCAL AGENTS ARE
PROHIBITED

When a subconiractor ullimately provides all of the
products or performs all of the services thal a conlractor
has agreed io provide, and the prime contractor only
handles the inveicing of expenditures, then the prime
contractor's role becomes that of a fiscal agent because
it is merely administrative in nature, and does not
provide a Commercially Useful Function (CUF). It is
unacceplable to use fiscal agents in this manner
because the agency s paying unnecessary
administrative cosls.

Ordering nstructions and Speciat Provisions

AGENCY RESPONSIBILITY

Agencies must contact contractors lo oblain copies of
the contracts and compare them for a best value
purchasing decision.

Each agency is responsible for ils own conlracling
program and purchasing decisions, including use of the
GCMAS program and associated ouicomes.

This responsibility includes, but is not necessarily limited
to, ensuring the necessity of the services, securing
appropriate funding, complying with laws and policies,
preparing the purchase order in a manner that
safeguards the Slate’s interests, obtaining required
approvals, and documenting compliance with
Government Code 19130.b (3) for outsourcing services.

It is the responsibility of each agency to consult as
applicable with their legal staff and contracting offices
for advice depending upon the scope or compiexily of
the purchase order.

if you do not have legal services avaitable to you within
your agency, the DGS Office of Legal Services is
available to provide services on a conlractual basis,

CONFLICT OF INTEREST

Agencies must evaluate the propesed purchase order {o
determine if there are any potential conflict of interest
issues. See the altached CMAS Terms and Conditions,
Conflict of interest, for more informalion.

FEDERAL DEBARMENT

When federal funds are being expended, the agency is
required to obtain {retain in file}) a signed “Federal
Debarment” certification from the contractor before the
purchase order is issued.

This cerlification is required by the regulations
implementing Execulive Order 12549, Debarment and
Suspensicn, 29 CFR Part 98, Seclion 98.510,
Paricipants; responsibiliies.  The reguiations were
published as Part VUi of the May 26, 1988 Federal
Register (pages 19160-19211).

LIQUIDATED DAMAGES FOR LATE DELIVERY

The value of the liguidaled damages cannol be a
penally, must be mutually agreed upon by agency and
contraclor and included in the purchase order io be
applicable,

ACCEPTANCE TESTING CRITERIA

If the agency wants to include acceptance testing for alt
newly installed technology systems, and individuai
equipment, and machines which are added or field
modified {modification of a machine from one madel to
another) aifter a successful pedormance period, the lest
criteria must be included in the purchase order to be
applicable.
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AMERICANS WITH DISABILITY ACT [ADA)

Seclion 504 of the Rehabilitation Act of 1973 as
amended; Title VI and VIl of the Civil Rights Act of 1064
as amended; Americans with Disabilities Act, 42 USC
12101; California Code of Reguiations, Title 2, Tille 22;
California Government Code, Sections 11135, el seq.;
and other federal and State laws, and Executive Orders
prohibit  discrimination. Al programs, aclivities,
employment opporunilies, and services must be made
available to all persons, including persons with
disabililies. See Attachment A for Procurement
Division's ADA Compliance Policy of Nondiscriminalion
on the Basis of Disability.

individual government agencies are responsible for seff-
compliance with ADA regutations.

Conlractor sponsored evenis must provide reasonable
accornmodations for persons with disabilities.

DGS PROCUREMENT DIVISION CONTACT AND
PHONE NUMBER

Department of General Services
Procurement Division, CMAS Unit
707 Third Street, 2™ Floor, MS 202
West Sacramento, CA 95605-2811

Phone # (916) 375-4363
Fax # (916) 375-4663

Ordering Instructions and Special Provisions 12
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ATTACHMENT A
ADA NOTICE

Procurement Division (State Department of General Services)
AMERICANS WITH DISABILITIES ACT (ADA) COMPLIANCE
POLICY OF NONDISCRIMINATION ON THE BASIS OF DISABILITY

To meet and carry out compliance with the nondiscrimination requirements of
the Americans With Disabilities Act (ADA), it is the policy of the Procurement
Division (within the State Department of General Services) to make every
effort to ensure that its programs, activities, and services are available to all
persons, including persons with disabilities.

For persons with a disability needing a reasonable accommodation to
participate in the Procurement process, or for persons having questions
regarding reasonable accommodations for the Procurement process, please
contact the Procurement Division at (916) 375-4400 (main office), the
Procurement Division TTY/TDD (telephone device for the deaf) or California
Relay Service numbers which are listed below. You may also contact directly
the Procurement Division contact person who is handling this procurement.

IMPORTANT: TO ENSURE THAT WE CAN MEET YOUR NEED, IT IS
BEST THAT WE RECEIVE YOUR REQUEST AT LEAST 10 WORKING
DAYS BEFORE THE SCHEDULED EVENT (i.e., WMEETING,
CONFERENCE, WORKSHOP, etc.) OR DEADLINE DUE-DATE FOR
PROCUREMENT DOCUMENTS.

The Procurement Division TTY telephone numbers are:

Sacramento Office: (916) 376-1891
Fullerton Office: (714) 773-2093

The California Relay Service Telephone Numbers are:
Voice 1-800-735-2922 or 1-888-877-5379
TTY: 1-800-735-2929 or 1-888-877-5378
Speech-to-Speech: 1-800-854-7784

Crdering Instructions and Special Provisions 13




ATTACHMENTB
CMAS QuarTERLY BusiNESSs ACTiVITY REPORT

Ceontractor Name:

Reporting Calendar Year: Revision O
Contract Number: Reporting Quarter: Q1 (Jan-Mary O
For Questions Regarding This Report Contact: Q2 {(Apr-dun) O
Name: G3 (Jul-Sep) L]

Phone Number:

Q4 (Cet-Dec) O

E-mail: Check Here if No New Orders for This Quarter O
STATE AGENCYPURCHASES .
State Agency Name Purchase Order |Purchase Grder |Agency Billing [Total Dollars Per

Number Date Code Purchase Order Agency Contact |Agency Address |Phone Number

Total State Agency Dollars Reperted for Quarter: $

LOCAL GOVERNMENT AGENCY PURCHASES =~

Purchase Order Purchase Order |Total Dollars Per
Local Government Agency Name Number Date Purchase Order Agency Contact lAgency Address |Phone Number

Totzal Local Covernment Agency Doliars for Quarter: §

1% Remitted to DGS {does not apply to CA certified S/Bs): $
Total of State and Local Government Agency Dollars Reported for this Quarter: $

Updated 1/1/2010 14
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This adminisirative fee is waived for CMAS
purchase arders issued (o California cerilied small
businesses.

See the cument administrative fees in the DGS
Price Book at;
http:iwww.dgs. ca.qoviofsiPricebook.aspx.

Orders from Local Government Agencies:

Effective for CMAS orders dated 1/1/2010 or laler,
CMAS centractors, who are nol California cerlified
small businesses, are required lo remit to the DGS
an incentive fee equal to 1% of the total of ali iozal
government agency orders (excluding sales tax and
freight) placed against their CMAS conlract{s). This
incentive fee is in lieu of local government agencies
being billed the above referenced DGS
administrative fee.

This incentive fee is waived for CMAS purchase
orders issued lo California certified small
businesses.

The check covering this fee shall be made payable
to the Depariment of General Services, CMAS Unit,
and mailed to the CMAS Unit along with the
applicable Quarlerly Report. See lhe provision in
this contract entiied "Contractor Quarterly Report
Process” for information on when and where to
send these checks and reporis.

Confractor invoices

Unless otherwise slipulated, the contractor must
send their invoices to the agency address set forth
in the purchase order. Invoices shall be submitted
in triplicate and shall include the following:

Conlract number

Agency purchase order number
Agency Bill Code

Line item number

Unit price

Extended line item price
Invoice fotal

s @& o £ & a o

State sales lax andfor use tax shall be itemized
separately and added fo each invoice as applicable.

The company name on the CMAS conlract,
purchase order and inveice must match or the Stale
Controller's Office will not approve payment,

Ordering instructions and Special Provisions

5.

Advance Payments

Advance paymen! is allowed for services only
under limited, narrowly defined circumstances, e.g.,
between specific departments and cerain types of
non-profit organizalions, or when paying another
government agency (GC 11286 - 11263 and
Hi019),

It is NOT acceplable to pay in advance, except
soffiware maintenance and license fees, which aie
considered a subscription, may be paid in advance
If a provision addressing payment in advance is
included in the purchase order.

Warranty upgrades and exiensions may also be
paid for in advance, one tima.

Credit Card

Quality Sound accepts the State of California
credil card (CAL-Card).

A Purchasing Authority Purchase Order (Std. 65) is
required even when the ordering depariment
choosas to pay the contractor via the CAL-Card.
Also, the DGS administrative fee is applicable for all
CMAS orders to suppliers nol Califomia cerlified as
a small business.

Lease/Purchase Analysis

State agencies must complete a Lease/Purchase
Analysis (LPA) to determine best value when
contemplating a leasefrental, and retain a capy for
fulure audit purposes {SAM 3700). Approval by the
Department of General Services is not required.

Leasing

Except for Federal Lease to Own Purchase {(LTOP)
and hardware rental provisions with no residual
value owed al end term ($1 residual value is
acceptable}, Federal GSA Lease provisions are
NOT available thraugh CMAS because the rales
and contract lerms and conditions are not
acceptable or applicable fo the Sate.

SEAT Management financing oplions are NOT
available through this contract.

As an altemative, agencies may consider financing
through the State’s financial markelplace GS
SMari™,  All termms and conditions and jenders are
pre-approved for easy financing. The GS $Marl™
Internet address is
winw.dgs.ca.qovipdiprograms/statefinanciaimarketplace.a
SpPX. Buyers may contact the G5 $Marl™
Administrator, Patrick Mullen by phone at (916)
375-4617 or via e-mail at
patrick. multen@das.ca.gov for further information.
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9. Maintenance Tax

The Board of Equalization has ruled that in
accordance with Section 1655 of the Sates and Use
Tax Regulations of the Business Taxes Law Guide,
that whenever oplional maintenance contracts
include consumable supplies, such supplies are
subject to sales tax.

Generally, the State has two oplions:

1. For contracts that provide for maintenance
services {i.e., the furnishing of tabor and paris
necessary to  maintain  equipment), the
charges for the provision of maintenance
services are not taxable,

2. For contracts that provide for maintenance
services and consumable supply items (e.g.,
toner, developer, and staples), the provision
of the consumable supplies is considered a
taxable sale of {angible personal propery.
Therefore, Stale agencies awarding optional
maintenance conlracts are responsible for
paying the applicable sales fax on the
consumable supplies wlilized during the
performance pericd of the maintenance
contract.

The contraclor will be required to itemize the
taxed consumables for Stale accounting
purposes.

CONTRACTOR QUARTERLY REPORT PROCESS

Contractors are required to submit a detailed CMAS
Businsss Activity Report on a quarlerly basis lo the
CMAS Unit. See Altachment B for a copy of this form
and instruclions.

This report shall be mailed to:

Depantment of Genera] Services
Procurement Division — CMAS Unit
Aftention: Quarterly Report Processing
PO Box 989052, MS #2-202

Weslt Sacramento, CA 95798-8052

Reporis thal include checks for incentive fees or thal
exceed a total of 5 pages must be mailed and shall not
be faxed or e-mailed. All other reporis may be faxed or
e-mailed to the attenlion of Quarierly Report Processing
as follows:

CMAS Unit Fax Number: (916) 375-4663
CMAS Unit E-Mail: cmas@dags.ca.gov

For the full instructions on complating and submitling
CMAS Quarlerly Business Activity Reports, and a soft
copy of a blank quarerly report form, go to
v dgs.ca.qovipdiPrograms/Leveraged/CMAS. aspx,
and then select "For Suppliers/Contractors”.

Ordering Instructions and Special Provisions

Important  things to remember regarding CMAS
Quarerly Business Aclivity Repoits (referred to as
“reporls” below):

s A report is required for each CMAS contract each
quarter, even when no new purchase orders are
received in the quarter.

+« A separate report is required for each CMAS
condracl,

o Each purchase order must be reporied only once in
the quarier identified by the purchase order dale,
regardless of when the services were performed,
the products were delivered, the invoice was sent,
or the payment was received.

s Purchase orders from State and local government
agencies must be separated on the report, as
shown in the instruclions.

¢  Contractors must reporl the sales aclivity for all
resellers listed on their CMAS contract.

s Any report that does not follow the required format
or excludes required information will be deemed
incomplete and returned to the contractor for

corrections,

» Taxes and freight must pot be included in the
report.

»  For CMAS orders dated 14172010 or later,

conlraclors are no longer required fo attach copies
of purchase orders to their reports. This changed
requirement will begin on Q1-2010 reporis, which
are due 4/15/2010.

«  For CMAS orders dated 1/4/2010 or laler,
contractors who are not California certified small
businesses must altach to their quarterly report a
check covering the required incenlive fae for all
CMAS sales lo focal government agencies (see
more information below). This new requirement will
start on Q1-2010 reports, which are due 4/15/2010.

s« New conlracts, conlract renewals or exiensions,
and contract madifications will be approved only if
the coniractor has submitted alt required quarterly
reports and incentive fees.

CMAS Quarterly Business Activity Reporls are due in
the CMAS Unit within two weeks afler the end of each
quarier as shown below:

Quarder 1 Jan 1 to Mar 31 Due Apr 16
Quarter 2 Apr 1 to Jun 30 Due Jul 18
Quarler 3 Jul 1 to Sep 30 Due Oct 15
Cuarter 4 Oct 1 to Dec 31 Due Jan 156

CONTRACTOR QUARTERLY INCENTIVE FEES

CMAS confractors who are not California cerlified small
businesses must remil to the DGS an incentive fee
equal to 1% of the total of all local governmen! agency
orders (excluding sales tax and freight) placed against
their CMAS contract{s}. This incentive fee is in Hou of
local government agencies being billed the above
referenced DGS administrative lee.
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Notes:

Ordering Instruclions and Special Provisions 1

Instructions for completing the CMAS Quarterly Business Activity Report

Complete the top of the form with the appropriate information for your company.
Agency Name - |dentify the State agency or Local Government agency that issued the order.

Purchase Order Number - Identify the purchase order number (and amendment number if
applicable) on the order form. This is not your invoice number. This is the number the State agency
or Local Government agency assigns to the order.

Purchase Order Date - ldentify the date the purchase order was issued, as shown on the order.
This is not the date you received, accepled, or invoiced the order.

Agency Billing Code - Identify the State agency billing code. This is a five-digit number identified on
the upper right hand corner of the Std. 65 purchase order form. You must identify this number on all
purchases made by State of California agencies. Billing codes are not applicable to lLocal
Government agencies.

Total Dollars Per PO - ldentify the total dollars of the order excluding tax and freight. Tax must NOT
be included in the quarterly report, even if the agency includes tax on the purchase order. The total
dotlars per order should indicate the entire purchase order amount (less tax and freight) regardless of
when you invoice order, perform services, deliver product, or receive payment.

Agency Contact - Identify the ordering agency's contact person on the purchase order.
Agency Address - Identify the ordering agency’s address on the purchase order,
Phone Number - ldentify the phone number for the ordering agency’s contact person.

_ Total State Sales & Tofal Local Sales - Separately identify the total State dollars andfor Local

Government agency dollars (pre-tax) for all orders placed in quarter.

1% Remitted to DGS - Identify 1% of the total Local Government agency dollars reported for the
quarter. This is the amount to be remitted to DGS by contractors who are not California certified
small businesses.

Grand Total - Identify the total of all State and Local Government agency dollars reported for the
quarter.

A report is required for each CMAS contract, each quarter, even when there are no new orders for the
quarter.
Quarterly reports are due two weeks after the end of the quarter.
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OEFINITIONS: Unless ofhenwise specified in the Statemnent
of Work the following terms shall be given e meaning
shown, unless context reques olhenase,

a)

b)

c)

)

“hcceptance Tests” means lhose tesls performed
durihg the Perdommance Period which are intended to
determine compliance of Equipment and Software with
the spedilications and all other Altachmenis incorporated
nerein by reference and fo determine the rehabilily of the
Eqguipment

"application Program” means a compuler prograrn
which is inlended 1o be execuled for the purpose o
perdorming usefut wark for the user of lhe information
being protessed.  Application programs are developed
or othervase acquired by the user of ihe
FHardware/Soltware syslem, bul they may be supplied by
the Conlractos.

"Attachmeni” means a mechancal, elecirical, of
elecironic interconnection 10 the  Contractor-supplied
Machine or System of Egquipmenl, manufactured by
ather than the onginal Equipment manulaclures, that is
net connesied by the Conlractor.

“Rusiness enilty” meaans any indwwidual, business,
parinership joimt ventwie, corporalion, S-corporation,
limiled habllity company, sole proprielorship, joint stock
company, consoflum, or olber privale legal enlily
recognized by slalte.

“Buyer" means (he Slate's aulnherized conlracting
afiicial

“Commercial Hardware" means Hardware developed
or fegulany used that: () has been sold, isased, or
licensed to the general public; (i) has been offered for
sale, lease, or license o Lhe general public, (i has not
been offered, sold. leased, or keensed to {he public bul
will be availalde for commercial sale, lease, of license in
lime to satisty the delivery requirements of this Contiact
or (v} salisfies crilerion exprassed in (i), (i}, or (i) above
and wowd require only minor modifications to meel the
requitements of this Condract,

"Commetcial Software” means Soflware developad of
reguiariy used that’ {i) has been soid. leased, or licensed
o the general public. (i) has been offered for sale,
lease, or license to the general public; {iii) has not been
offered. sold, leased, of licensed to The public but will be
avatlable for commercial saie, lease, of license ip me o
salisly the delivery requirements of this Gonltract: o (iv}
salishes & criterion expressed in {i). (i), or (i) above and
would fequire - only minor modifications 1o meel the
fequirements of this Conract,

“CGontract” means this Conlract or ggreement {ncluding
any purchase order), by whalever name known of i
whalaver formal vsed.

“Custom Software” means Soflware thal does not
meet the definilion of Commercial Sofiware,

K

m,;

n

P

“"Coniractor” means lhe Business Entily wiln whom ihe
State enlets inle this Coniracl.  Gonbactor shall be
synonymous willh “supplier, ‘vendor or olhe: similar
tenm.

"Nata Processing Subsystom” means a complement
of Contractor-furnishied indwidual Machines, including
the aecessary controlling elements {or the functionaf
equivalenl), Operaling Soltware and Sollware. IF any
which ate acquited to operate as an integrated group.
and which afe interconnecied enlirely by Contrastor-
supphed power and/or signal cables; e.g.. diecl aceess
controlier and dnves, a clusler of leminals viih thait
conirolier, ete.

“Data Processing System (Systern)" means the iotal
complement of Contractor-furnished Machines., including
ane  or more cenlral processors (o mnsliuchion
processors), Operaling Soltwate which are acquired lo
epedale as an integrated group.

"Deliverables” means Goods, Software. information
Technology, telecommunicatiens technalogy, Hardware.
and otherilems {&.g reporls) o be delivered pursuant 10
this Coniract, mcluding any such llems furnished incident
¢ the provisien of services.

“Nesignated  CPU{sY" means for each product, ¥
apphcabie, Whe central processing unit of the computers
of 1he server unit, including any assoclated penphesal
units. I no specific "Designated GPU(s) are specilied
on fhe Contract the term shall mesn any and all GPUs
incated al fhe sile specified therein,

"Documentation” means manuals and other prnled
materials necessary o7 useful (o the State in ils use or
maintenance of the Equipment or Soflware provided
hereundar. Manuals and other printed malerials
cuslomized for the State hereunder constitte Work
Product if such materials are requirad by the Slaternent
of Waork,

"Eguiprment” is an all-inclusive term which efers eilher
te individual Machines or 10 a complele Dals Pracessing
System o1 subsystern, inclwiing ils Hardware and
Operating Schivware (if any).

“Equipment Failure™ is a malfunction in the Equipment,
excluding all exlernal factors, wilch prevents the
accomphshment af the Equiprent’s inlended function(s).
¥ micracode or Operating Solware residing in the
Equipment is necessaty for the proper oparation of the
Equipment. a failure of such microcode or Operaling
Softwate which prevents the accompbshment of the
Equipment's inlended functions shall be desmed o be
an Bquipment Failure.

“Faciilly Readiness Date” means the date specilied in
the Statemnent of Waork by which he State susl have the
site prepared and available for Equipment debvery and
installation,
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5}

v)

W

¥}

)

aa)

bb})

cc)

dd)

"Goods" means ali types of 1angible personal property,
including bul nol limited 1o malenals. supplies, and
Equipmeat {including compuler and lelecommunicalions
Equipment).

"Hardware" usually refers lo compuler Equipment and is
nondrasted with Software. See also Equipment.
“Instaliatlon Date" means the dale specified in lhe
Slatement of Work by which the Contractor must have
the ordered Equipment ready (certified) for use by the
Slate.

"Information Technology" includes, bul is not limited
o, ali electrenic lechnology systems and services,
aulomated informalion bandiing, System design and
artalysis. conversion of data, computer programming,
informeation storage and relrieval, telecommunications
wihich include voice, video, and data communications,
raquisiie  Systemm  conlrols,  simulation,  electranic
commerce, and ali refated interaclions belween people
and Machines.

“Machine” means an individual uwnlt of & Dala
Processing Syslem or subsystem, separately identified
by a lype andfor model number, comprised of but nol
lirnited to mechanical, electro-mechanical, and eleclronic
parts, microcode, and special features installed thereon
and including any nzcessary Soflware, e.q., centia!
processing unit, memeory module, tape unil, card reades,
elc.

"Machine Aleration” means any change 1o a
Conlractor-supplied Machine which is not made by the
Conleaclor, and which sesvils in lhe Machine devialing
from its physical, mechanical, eleclrical, or eleclronic
including microcode) design, whether or not additienal
devices or pars are employed in making such change.
“Painlenance Diagnostic Roulines” means 1he
diagnoslic programs customarily used by lhe Conlractor
to test Equipment for proper funclioning and seliabiiity.
“Manufacturing Materials" means pars, tools, dias,
jigs. xtwres, plans, drawings, and information produced
or acauited, or righls acgquired, specifically to fuilll
chligations set forth herein,

"Mean Time Bebween Fallure (MTBF)” means (he
average expecled or  observed  lime  belween
conseculive failures in a Syslem or component.

"Moan Time fo Repair (MTTR)" means the average
expacied or observed time required o repair & System
or componeit and retum it 1o normal operation.
"Operating Software” means those reulines, whelher
of nol identilied as Program Progucts, thal raside in the
Equipment and are required for the Equipment {0
perorm its inlended funclion{s), and which interface the
operator, other Cantraclor-supplied programs, and user
programs e the Eguipment.

"Operattonal iUse Time" means for performance
measuremenl  purposes, lhat lime during  whbich

ae}

ff}

9a)

fih)

jis

Kk}

0

Equipment iz in actual operalion by the Slate. For
maintenance Operalional Use Time purposes that ke
during wineh Equipment is in actuat oparation and s not
synonymous with power on time.

"Period of Maintenance Coverage' msans the parict
of fime, as selected by the Stale, duimg wiich
maintenance servicas ate provided by the Contractor fof
a fixed monthly charge, as opposed to an houry chaige
for services rendered.  The Period of Mamntenance
Coverage consisis  of the Principal  Period  of
Maintenance antd any additional hours of coverage per
day, andior increased coverage for weekends and
holidays.

"Preventive Maintenance” means thal mamntenance,
parformed on a scheduled basis by the Conlraclor,
which is designed io keep the Eguipment in propet
operating condilion.

"Principal Period of Maintenance" means any nine
consaculive houes per day (usually betwoen the houts of
7:00 am. and 6:00 p.m) as selected by the State,
inciuding an officlal mes! period nol to excead ane hous,
nonday through Friday, excluding holidays observer! al
the installation.

"Programming  Alds”  means  Conlractor-supphied
programs and routines execitable on lhe Coniractor's
Eguipment which assists a programmer in  lhe
developmenl  o! applications  including  [anguage
processors, sods, communications medules, data base
management syslems, and utily routines, {lape-to-disk
roulines, disk-fo-ptint roulines, etc.}.

“Program  Producl®™ means programs,  roulines,
subroutines, and related ilems which are propiielasy 1o
he Contracter and which are licensed o the State for i/
use, usually on the pasis of separately slated charges
ang appropiale contractuai provisions.

"Remedial Maintenance™ means thal maintenance
performed by the Conleaclor which resuils  from
Equipment (including Operating Sollware) failure, and
which is perfosned as required, ig., on an unscheduled
basis.

"Software" means an ali-inciusive tean which refers o
any comgputer programs, foutines, or subroulines
suppiied by lhe Conlraclor, including  Operaling
Software, Programming Alds, Application Programs. and
Program Preducts.

"Software Falure" means a  malluaction in the
Coniraclor-suppiied  Software, other than Operating
Software, which pravents the accomplishment of wark,
even though lhe Equipment {including ils Operating
Sotiware) may still be capable of operaling properly. For
Cperating Software faillure, see definiion of Equipment
Fallure.

mm) "State” means the government of the Slate of

Calilomiz, its employees and autharized representatives,

REVISED AND EFFECTIVE SEPTERMBER 8, 2014
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including withoul hmitalion any depaniment, agency, of
ol unit of he governmant of the State of California

nmy "Sysiem” means the compiele collection ol Margwate,
Sainwsre and services as described in this Conlact,
ntegrated and functioning together, and performing in
accordance wilh this Contract.

op) "tLS. inteflectuai Property Rights" means intellectual
property fighls enforceable in ihe United States of
Amenca, including wAlhoul limifation righls in trade
secrels, copyfights, and U.S. patenls.

CONTRACT FORMATION: If this Conlracl results from &
Letler of Qffer, then Centraclar's offer is deemed a firm offer
and his Centract dogument is the Staie's acceptance of that
offer.

COMPLETE INTEGRATION: This Contract, including any
documents Incorporated herein by express relerence, is
intended to be a complele integration and there are no priot
or contemporanecus dilfierent or additional  agreements
pertaining 1o the subject malier of the Canlract.

SEVERABILITY: The Contractor and the Stale agree thal if
any provision of lhis Contract is found to be illegal or
unenforcaable. such lerm or provision shall be deemed
stricken and the remainder of the Gentracl shall remain in full
force and effect. Either parly having knoviedge of such tarm
or provisior: shall promplly infosm the other of the presumad
nan-applicabilily of such provision.

INDEPENDENT CONTRACTOR: Conlraclor and the agents
and employeas of Conlraclor, in the performance of this
Contract, shalt act in an independent capacity and nol as
officers of employess of agents of he Slate.

APPLICABLE LAW: This Coniract shall be govarned by and
shalt be interpreted in accordance with (he faws of the State
ol California; venye of any action brought with regard 1o this
Conlract shall be v Sacramento  Counly, Sacramenlo.
Calfornia. The Uniled Nations Convention on Conlracts fof
the International Sale of Goods shall nol apply o Hus
Contract.

COMPLIANGE WITH STATUTES ANDG REGULATIONS:

a} The State and the Contractor warranls and cerlifies that
In the performance of this Contracl, it will comply vath all
appliceble statutes, rules, reguialions and orders of the
Uniled Stales and the State of Galifornia.  The
Gontractor agrees to indemnily the Slate againsl any
joss, oosl, damage of fiabilily by reason of the
Sonlraclor's violation of this provisian,

b) The Stale will nolily Contractor of any such clam in
wiling and tender lhe defense therenf within 3
reasonable lime; and

& The Gontraclor will have sole contral of the defense of
any aclion an such claim and all negohatons for its
selllement or compromise; provided thal {iy wihen
subslantial principles of govemment o puble faw ate
Invelved, when fitigalion might create precedent alfecting
fulure Slate operations of lisbility. or when involvernent
of the State 1s olierwise mandated by law. the State
may parlicipale in such action at its own expanse with
respes! 1o allorneys’ fees and costs (bul nat liabitity}); (1)
where a settlement would impose liabilily en the Stale,
allect principles of Galifornia government o public taw,
o7 impact the authority of the State, the Depardment of
General Services wili have the fight lo appieve ol
disapprove any selilement of compromise,  winch
approval will not unreascnably e withteld or defayed;
and (iliy the State will reasonably cooperale it the
defense and in any 1elated selllement negolialions,

d) il this Gonlract is in excess of 8554,000. 11 is subjecl i
the sequirements of the Wordd Trade Organization
(WTQO} Governmenl Pracuremenl Agreemert {GPA).

e) Te the exient thal this Gontract falls within the scope ot
Governmen! Code Section 11135, Gonlractor hereby
agrees to respond to and resolve any complaint brought
to its allention, regarding accessibilily of is praducts of
SBIVICES.

CONTRACTOR'S POWER AND AUTHORITY: The
Contaclor watsants that 1l bas ful power and aulhority to
grant the fights herein granted and vill hold the Stale
narmless from and against any loss, cosl, hability, and
expense (inciuding reasonable altomey fees) arising oul of
any breach of this warranly, Fuiher, Conlractor avers thal it
will not enler inlo any arrangemenl wilh any third party which
might absidge any rights of the Stale under this Gonlract.

a} The State will nolily Conlractor of any such claim in
wiiting and  {ender  the defense  thergof wilhin 8
reasonable lime: and

) The Conlractor wili have sole conlrol of the defense of
any action on such claim and all aegelialions for s
selliement or compromise; provided that (i) when
substanlial principtes of government ot public {mw are
involved, when lltigation might create preceden! affecling
fulure State opeiations or liabiiity. or when invalvement
of the State is oihenwise mandated by law, lhe Slate
may paflicipate in such aclion at its own expense with
respect to atiorneys’ fees and cosls {but nol liability}; (i}
where 2 selllement would itnpose hability on the State,
affect principles of Catifornia goveinment or public faw,
of impacl the aulthority of the Stale, the Department of
General Services will have the fight lo approve of
disapprove any selllement of compramise, which
approvirs will nol unteasonably be withheld o detayed.
and (i) the Slate will reasonably cooperale 1n the
defense and in any related selllement negotiations.

uRE\J‘lSE“[“J AND EFFECTIVE SEPTEMBER £, 2044
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CMAS -- ASSIGNMENT:

ay  This Contract shall not be assignable by the Contractor
in whole of 1n parl without the written consent of the
Stale. The Stale’s cansenl shall not be unreasonably
wilhheld or defayed. For the puipose of lhis paragraph.
Slale will not unreasonably prohiblt Conlractor from
freely assigning B8 nght lo paymenl. provided thal
Contractor remains  responsible  for its  obligations
hereunder.

b) Should the Slate desire financing of the assels provided
hereunder through GSSMar, the State's financial
maikelplace, the Conlraclor agrees 1o assign 1o & Stale-
designaled lender its right to receive payment from ihe
State for the assats in exchange for payment by the
lender of the cash purchase price for ihe assels. Upon
notice to do so from [ne Stale-designated iender at any
fime prior o payment by the Stale for the assels, the
Contraclor will execute and defver 1o the State-
designated lender an assignment agreement and any
addilional documenis necessary for the Slale selecled
financing plan.  The Stale-desigrated lender vall pay the
Contractor according to the lerns of the Conlactor's
involce upon acceptance of ihe assels by lhe Slate.

10, WAIVER OF RIGHTS: Any action or inaclicn by the State or

(AN

REVISED AND

Ihe faliure of the State on any occasion. to enforce any right
of provision of the Conlracl, shall not be constiued lo be 2
walver by the Stale of ils rights hereunder and shak not
prevenl the Stale from enforcing such provision or dght en
any {ulure oocasion.  The rights ang remediss of he State
heroin are cumulative and are In additton to any olher righls
or ramedies thal the Slale may have at law or i equity.

CMAS - ORDER OF PRECEDENCE: In the event ol any

inconsistency  between  the  adicles,  altachments,

specificalions or provisions which conslitute this Conlract, the
following order of precedence shall apply:

a) Thaese General Provisions - Information Technology (In
the Instances provided herein where (he paragraph
begins: “Unless olthenvise specilied in the Statement of
Waork™ provisions specified in the Stalemenl of Work
replacing these paragraphs shall take piecedence over
the paragraph referenced in thase General Provisions);

b} Coniract form, i.e., Purchase Order STD 65, Slandard
Agreement STD 213, ete., and any amendments therelo;

¢y Other Special Provisions;

d) Federst GSA {or olher multiple award) terms and
condilions;

g)  Statement of work, including  any
incorporated by refarence herein: and

I All other altachmenls incorporaled in the Conlracl by
reference.

specilications

12

13.

PACKING AND SHIPMENT:

a) Al Goods are to be packed in sullable contawners far
protection in shipment and storage, and in accordance
with applicable specifications.  Each container of a
multiple: container shipment shall be identilied Lo
1) show the number of the conlainer and the lctal

number of containers in the shipment: and
iy the number of lhe container in which the packing
sheet has been enclosed.

bl All shipmenls by Contractor of its subconteactors must
include packing sheats identifying: the State’s Cenlract
number; item number, quantity and unit of measute, part
number and dezcrintion of the Goods shippsd: and
appropriale evidence of inspection, if required.  Goods
for different Contracts shall be listed on separate
packing sheats.

¢} Shipments must be made as specified in this Contract,
as it may be amended, o olhenwise directed In writing
by the State’s Transporation Management Unlit wilhin
the Deparment of Genaral Services, Procurement
Division.

TRANSPORTATION COSTS AND OTHER FEES OR

EXPENSES: No charge for delivery, drayage, express,

parcel posl, packing, cartage, insurance, license teey,

permils. cost of bonds, or for any olher purpose will e paid
by the State unless axpressly included and temized in the

Conlract.

a) The Conlractor must siricliy  follow  Conlracl
requiremmenls regarding Free on Board (F.OB). freighl
tenms and routing insteuclions.  The State may permil
use of an allernate camier al no addilional cost {o the
Slale wilh advance wiitlen aulhorization of the Buyer.

b} U "prepay and add” is selected. supporling freight bills
are requited when over 350, unless an exacl freighl
charge is approved by the Transportation ttanagement
Unil within the Deparimenl of General Sesvices
Procurement Division and a waiver is gianied.

¢)  On '"F.0.B. Shipping Point" fransaclions, should any
shipmenls under the Coniract be received by lhe Staie
in a damsged condition and any seiated freight toss and
damage claims filed against the carmier or camiers be
wholly o partially declinad by the carier or cariers wilh
{he inference that damage was the result of the acl of
the shipper such as inadequate packaging or loading or
some inherent defect in the Equipment and/or malerial,
Gonlraclor, on request of the State, shall at Conteactor's
own expense assist e State in establishing carrier
liabitity by suppiying evidence that the Equipment andfor
materdal  was  properly  constructed.  manufaciured,
packaged, and secured 1o wilhstand  nonuad
wransporiation conditions,

ECTIVE SEPTEMBER 8, 2014
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6.

DELIVERY: The Conlractor shall sticly adhere 1o the
gelvery and completion schedules specified in this Contract,
Tume, If stated as a number of days, shall mean calendar
days unfess otherwise specified. The guantites spacibied
nerein are the only guantities required.  {f the Conlracter
delivers in excess of the guantities specified herein, the Slate
shall not be required lo make any paymenl fot the excess
Deliverables, and may retwn  fhem to Conlractor al
Contractor's expense or utilize any olher fights available fo
the State al law or in 2quity.

SUBRSTITUTIONS: Substitution of Oeliverables may not be
tendered wilhout advance waillen consent of the Buyer
Contraclor shall not use aoy specification in fiew of those
comlainad in the Conlracl withoul written consenl of the
Buyer.

INSPECTION, ACCEPTANGE AN REJECTION. Unless

olhenwise specified in the Statement of Work:

a)  When agquiring Commedcial Hardware of Commercial
Software, the State shall rely on Contractors axisling
quality assurance systern as a subsliluie for State
nspeclion and testing.  For all other acquisilions,
Conlractor and its subcontractors wall provide and
maintain a quallly assurance system acceplable to ihe
Siate cavering Deliverables and services under this
Contract and will tender to the Stale only those
Haliverables thal have been inspected and found to
conform to tis Conlract's requirements. The Conleactor
vill keep records evideneing inspections and their result,
and will make these records available to the State during
Conliacl perdormance and for three years after final
paymenl, The Contracter shsll permit the State to
roview procedures, practices. processes, and retated
documents 1o delermine the acceplabilily of Contractor's
quality assurance System of olher similar business
praclices felated 1o perfomance of the Coniract,

by All Delwverables may be subject to inspection and lest by
the State ar #is aulhonized representatives.

¢)  The Coniractor and its subcenlraclots shall provide afl
reasonable facilities for the salely and convenience of
nspeclors al no additional cos! lo the Stale.  The
Conlraclor shall furnish o inspeclors all information and
data as may be reasonably required lo perlorm their
inspechion

d)  Subject to subsection 16 {a} above, all Deliverables may
be subject to final inspaction. test and acceplance by he
Slale at destination, nolwithstanding any payment o
inspecton al source.

e) The Siale shall give wriften netice of rejechion of
Dehverables delivered or services performed heteunder
within a reasonable hme after receipt of such
Deliverables of performanse of such services,  Such
notice of rejection will state the fespecls in which the

17

18.

Deliverables do nol substanhally conform io their
spacifications. 11 he Stale dees nol piowde such nolice
of rgjection vithin filteen {15) days of defvery for
purchases of Commercial Hardware or Conungrciat
Sofiware of thifly (30} days of delivery for ati olher
purchases, such Deliverables ardd services will be
deemed to have been accepted.  Acceplance by the
State will be final and icreversibie, excep! as il relates to
talenl defects, fraud, and gross mislakes amounting lo
fraud. Acceplance shall not be conslrued to waive any
warranty righls tnat the State might have at law or by
express reservalion in this Contract vilh respect to any
nonconiormity.

SAMPLES:

a) Samples of ltems may be required by lhe Stale for
inspection and  specification  lesling  and  must he
{urnished free of expense lo the Stale. The samples
furnished must be identicat in all respects Lo the products
offered andfor specified in the Contracl.

by Samples. il nof destroyed by lests, may. upon request
made al the tine the sample 15 furnished. be relurned at
Caontraclor's £xpense,

CMAS - WARRANTY: The follovang wartanly language is in

addition 1o the warraniy language provided in the federal GSA

Muitiple Award Schedule or other base Coniracl used to

establish this CIAAS Contract.  When there is a conthol

between -lne language, tne foliovdng warranly language

averides.

8y Unless othoiwise specifisd in the Staterment of Wotk, the:
warsanfies in this subsection a} begin upen delivery of
{he goods or services in Gueslion and end one (1) year
therealter. The Contraclor warranis that (1) Deliverables
and services fumnished hereunder will substantially
conlorm to the equirements of this Contract {including
witnout limitalion all descriptions, specifications, and
drawings Wdentified in Ihe Statement of Work), and {ii} the
Daliverables will be—free from matenal defecls in
matenials and wotkmanship. Where lhe parlies have
agreed to design specilications (such at a Detailed
Design Document) and  incorporated the same  of
gauivalent in Ihe Statement of Work directly or by
reference. the  Conlraclor  will  warranl  Lhat - its
Delivarables provide afl material funclionslity required
thereby. 1 addition 10 the olher waranles sel forth
herein, where the Gontsact calls for delivery of
Commercial Sotiware, the Conractor warfants that such
Software will perform in accordance wiln its heense and
accompanying Documentation  The Slale's approval of
designs or specifications furnished by Gontractor shall
not tefieve the Gonlractor of its obligalions under this
wartanty.

b} The Contraclor warrants that Delverables furnished
nereunder (i) vall be free, al the time of delivery, of
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c)

d}

e}

hatmiul code {i.e. compuier viruses, wormg, lrap duors,

fime bombs, disabling code, or any similar malicious

machanism designed 1o interfere wilh he intended
operation of, or cause damage lo, compulers, data, ot

Software); and (i} will not infringe or viclale any U.S.

intelleciual  Property  Right. Without  limiling the

generality of the foregoing, i the Stale believes 1hal
harmiyl code may be presenl in any Commercial

Software delivered hersunder, the Canlractor will, upon

the Slate's request, provide a new of clean install of the

Software.

Unless othenwise specilied in the Sialement of Work:

(h  Tne Coniractor doas not warranl thal any Software
provided hereunder s error-free or that il will sun
withoul immaterial intereuplion.

{il The Contractor does nol warrant and will have no
rasponsibility for a claim 1o the exlent thal il arises
direclly from (A) a modification made by the Stale,
unless such modification is approved of direcled by
lhe Contzactor, (B} use of Software in combinalion
with or on praducts olher than as specified by
Conlractar, or {C) misuse by the State.

(i) Where the Contraclor resells Conwmnercial
Hardware of Commercial Software it purchased
from a third party, Contractor, to the exteat &t is
legally able to do so, will pass through an such third
pafy warrgnlies 1o the Stale and will reasanably
cooperate in enfoicing them. Such warranly pass-
through  wili not relieve the Conlractor from
Conlractor’'s warranly abligations sef forth above.

Al warranties, including speciél warranties specified

elsewhere herein, shall inwre to the Slale, is

successors,  assigns,  customer  agencles,  and
governmental users of the Deliverables or sarvices.

Excepl as may be specifically provided in the Stalement

of Wark or efsewhere in this Contract, for any breach of

the warranties provided in this Section, the State's
exclusive remedy and Gontractor’s sole obligation wilt be
lirmited to:

iy re-performance, epait, or replacement of the
nonconforming  Deliverable  {including  without
limitation an infringing Deliverable} of service; or

iy should the Stale in ils sole discretion consenl,
refund of all amounls paid by the State for the
nonconforming Deliverable or service and payment
to the State of any addilisnal amounls necessary to
equal the State's Cost te Cover. "Cost {o Cover”
means 1he cost, properly miligated, of procuring
Deliveraples or services of equivalent capabilily,
function, and perlormance. The payment obligation
in subseclion e)(i) above will nol exceed the limils
on Conlractar's liability sel forth in the Section
enlitied “Limitation of Liabilily.”

i8.

20,

2

ff  EXGEPT FOR THE EXPRESS WARRANTIES
SPECIFED 1IN THIS SECTION. CONTRACTOR
MAKES NO WARRANTIES EITHER EXPRESS OR
IMPLIED, INCLUDING WITHOUT LIMITATION ANY
IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE.

SAFETY AND ACCIDENT PREVENTION: in performing
work under this Contract on State premises, the Contractor
shali conform 10 any specific safely requirements cenlainad in
ihe Conttact or as reguired by faw ot regulation. The
Gontraclor shall take any addilional precautions as the Slate
may reasonably requite for safely and accident prevention
purposes.  Any violation of such rues and requicements,
unless promplly coreclad, shait be grounds for termination of
this Contract in accordence with the defaull provisions hereol.

INSURANGE: The Contraclor shall maintain all commercial
general lizbility insurance, workers' compensallon msurance
and any olher insurance required under the Contract. The
Contractor shall fusnish insurance certificate(s) evidencing
required insurance coverage accepilable to the Stale
including endorsements showing the State as an "additional
insured” i required  under Conlrach Any  required
endorsements fequesied by the Slate must be sepaiately
provided; merely telering o such coversge on the
cedlificates(s) is insufficient for this  purpose. wWhen
performing work on state owned of controlled prepery,
Conlractor shall provide a waiver of subrogation in favor of
the State for its workers' compensalion policy.

TERMINATION FOR NON-APPROPRIATION OF FUNDS:

a)y i the term of (s Contracl extends into hscal yesrs
subsequent 1o thal in which it 5 approved, such
continuation of !he Coniract is conlingent on 1he
approptiation of funds for such purpose by the
Lagistature. i funds to effecl such continued payment
are nol approprialed, the Conlractor agrees o fake back
any affected {eliverables furnished under this Contract,
terminate any services suppiied to the Slate under this
Conlracl, and relieve lhe Slate of any further obligation
therefor.

bi" The Stale agrees thal if il appears likely ihal subseclion
a) anove wiil be inveked, the State and Contraclor shall
ageee 10 lake ail reasonable sieps 1o pricsitize work and
Deliverables and minimize the incurrence of cosls prior
lo the expiration of funding for this Conlract.

¢y THE STATE AGREES THAT IF PARAGRAPH a}
ABOVE 1S INVOKED, COMMERCIAL HARDWARE
AND SOFTWARE THAT HAS NOT BEEN PAID FOR
SHALL BE RETURNED TO THE CONTRACTOR IN
SUBSTANTIALLY THE SAME CONDITION IN WHICH
DELWERED TO THE STATE, SUBJECT TO NORMAL
WEAR AND TEAR. THE STATE FURTHER AGREES
TO PAY FOR PACKING, CRATING.

REVISED AND EFFECTIVE SEPTEMBER 8, 2014
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TRANSPORTATION 10 CONTRACTOR'S NEAREST
FAGILITY AND FOR REIMBURSEMENT TO THE
CONTRACTOR FOR EXPENSES INCURRED fOR
THEIR  ASSISTANCE Il SUCH  PACKING AND
CRATING.

99. TERMINATION FOR THE CONVENIENCE OF THE STATE.

a)

13}

£)

€

The Stale may terminate pedormance of work under this

Gontract for #s cenvemence In whole ar. from time to

lime, in par, if the Depanment of General Setvices,

fapuly Ditector Procuremenl Division, of designee,
delenmines that a termination 1s in the Slate's ntesest.

The Deparment of General Services, Gepuly Directet,

Procutement Division. or designee, shall lerminale by

deliveritig o the Gontractor a Notice of Terminalion

specifying the exient of terminalion and the effective
date thereol.

After raceipt of a Notice of Terminalion, and except as

directed by the State, \ne Contractor shall immediately

praceed with 1he following obligalions, as applicable,
regardiess of any defay in determining or adjusling any
amounts dus under [his clause. The Contractor shail

) Slop work as specilied in the Notice of Terminalion,

(i Pisce no further subcontracts  for  malerials,
services, or lacilties, excepl as necessary {0
complete the continuing porlion of the Contract.

{iy Terminate all subconlracts to the exient fhey rafale
to the vork lemminated.

() Setlle =l outslanding liabilities and terminalion
selllement proposals atiging from the termination of
subconlracts:

Afler termination, the Conlractor shafl submit & final
tarmination settiement proposat 1o the Slate in the form
and wilh the information prescribed by the State. The
Confractor shall submil lhe propasal promplly, sul no
Jater than §0 days after the eflective date of ferrmnation,
unless a different ime is provided in e Statement of
Work or in the Notice of Termnation.
The Contractor and the State may agree upon the whole
of any patt of the amoun! to be paid as requested under
subsection {¢) ahove.
Unless othenvise set lorly in the Stalement of Work, i
Ihe Contractor and the Stale fail to agree on the ameunt
to be paid bacsuse of the temmination for convenience,
the State will pay the Contractor Ihe Tollowang amounts,
provided that in no evenl will total payments exceed \he
amount payable 1o the Contractor if lhe Conlract had
neen fully petformed:

iy Tne Contracl piice fol Deliverables of Services
accepled or felained by lhe Stale and nol
previously paid for, adjusled for any savings on
freight and other charges. and

i) The total of:

f

Ay The reasonable CO0Sls incurred  in the
petdomnance  of  the work lerminated,
inchuding  Imitial  costs  and  pieparalory

expenses alogable thereto. bt excluting
any cost atidbutable o Delwerables  or
services paid or to be paid,

H)  Tne reasonable cost of selling and paying
lermination  selllament  proposals  under
leAninaled subconlracts thal are properly
chafgzable 10 the terminated porion ol the
Contracl, and

C) Reasonable storage, transporation,
demobilization, unamorlized overhead and
capital cosls, and clher costs easonably
incurted by the Conlractor in winding dewn
and lerminating iis work.

The Contraclor will use genefally accepted accuunting
principles. or accounting principles otheredse agreed 1o
in waiting by the parties, and sound business praclicas th
determining alt costs claimed, agreed lo, of determinad
under this clause.

23, TERMINATION FOR BEFAULT!

a}

by

c}

REVISED AND EFFECTIVE SEPTEMBER 0B, 2014

The State may, subjecl to e clause fitted “Force
Majeure” and 1o sub-section d) bejow, by written notice
of defauit 1o the Contractor, terminate Lhis Contract in
whole of in parl il the Contractor falls 1o
i Deliver the Delverables of perfonn lhe senvices
within the time specilied in the Contract of any
amendment thereto
iy iMake progress, so lhal the lack of ptogress
endangers parformance of this Conlracl; of
iy Perdorm any of ihe other provisions of this Contract
The State's righl to tesminate this Contract under sub-
seclion a) above, may be exercised only {f the failwe
constitutes a maleriat breach of this Conltact and il Ine
Confractor dees not cute such Tailwe within the iime
frame stated in the State's cure notice, which in ne event
Wil be less than fleen (15) days, unless the Siatemeant
of Waork ealls for a differen period.
if the State terminaies thie Contracl wile o in parl
pursuant fo this Section, i may acquire, under lerms and
i lhe manner the Buyer considers apprepnate,
Deliverables or services similar to those lenminated, and
the Conlraclor will be liable to the Slale for any exuess
costs for those Deliverables and sepvices, moluding
vithaul limitation costs third parly vendars charge for
manulaclunng Materdals  (but subject 1o the clause
entilled “Limitation of Liabilily”) However, lhe Conliaclot
shall continue the work not terminated.
Il the Contract is terminated for defauit, the State may
require the Conlractor 16 transfet litle, or in the case of
neensed Software, license, and deliver 1o the Stale, as
direcled by the Buyer, any
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24.

{iy completed Deliverables,

ity partially completed Deliverables, and,

(i) subjecl o provisions of sub-section &) below.
Manufacliring Materials ralaled o the terminated
portien of this Conlract. Nothing in this sub-secton
d) wAll be consirued to grant the State rights o
Deliverabies that it would not have received had
this Conlract been {ully performed. Upon direction
of the Ruyar, the Contractor shall also protecl and
preserve properly in its possession in which the
State has aninferest,

e) The State shall pay Contracl price for compleled
Deliverabtes delivered and accepted and ilems the Slale
requires I1ne Contraclor o Yansfer ander seclion {d)
above. Unless ihe Slatement of Work calls {or diffarent
procedures of requires no-charge delivery of matenals,
the Conlractor and Buyer shall altempt to agree on the
amaunt of payment for Manufacluring Malerials and
other malerials delivered and accepted by lhe Stale for
{he protection and preservation of the property; provided
that wiere the Contractor has billad the State for any
such malerisls, no addilional charge will apply. Failure
10 agree will constitule a dispule under the Dispules
clause. The Stale may wilthhold from thase ameunls any
sum ji deterrnines (o be necessary to prolect the Stale
against loss because of outslanding liens or claims of
iomer lien holders.

fy i, after lermination, it is determined by a final decision
that the Confractor was not in default, the rights and
obligations of \he patties shall be the same as i the
termination had been issued for the canvenience ol the
Slate,

g} Baoth parfies, Siale and Contracter, upan any lermination
for defaull, have a duly o miligate the damages suffered
by i,

hy  The rights and remedies of the Slate i ihis clause are in
addition 1o any other rghls and remedies provided by
taw or under this Contract, and are subjecl to the clause
titled “Limitalton of Liability."

FORCE MAJEURE: Excepl for defauils of subcontraciars al
any ler, the Contractor shall nel be liable for any excess
cosis i the fallure 1o perform the Conlract arises from causes
beyond the conlrol and withoul the fault of negligence of the
Contraster.  Examples of such causes include, but are not
limiled {o:

a)  Acls of God or of the public enemy, and

b)Y Acls of the federal or Slate government in either Hs

sovereign or contractual capacily.

§ the failure lo periomm is caused by lhe default of a
subconlracior at any tier. and # the cause of the default is
beyond the coentrol of bath the Contracior and subconteacior,
and without the fault or negligence of elther, the Contractor
shall nol be liable for any excess costs lor failure to perfarm,

25,

6.

RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

a) i the event any Deliverables lurmshed or services
proviged by the Conlaactor in the performance of the
Contraclt should faill to canform to the requirements
herein, or fo the sample submitted by the Conlractor. the
State may reject the same, and it shall become the duly
of lhe Contractor to rectaim and i1emove the item
promptly or o comect the perdormance of services,
wilhou! expense 1o the Stale, and immediately replace
all such rejected items with others conforming e the
Coniract

B} In addition 1o any other rights and remedies the Slate
may have, the State may feciu‘lro the Conlracior. at
Goniraciar's expense, 1o ship Deliverables via air freight
or expediled routing to aveid or minimize aclual or
potential delay if the detay is the faull of the Contractor.

¢) In the evenl of the termination of he Conlract, either in
whole or In parl. by reason of defauit or breach by the
Conlractor, any loss or damage sustained by the Stalg in
procuring any tems which the Conlractor agreed fo
supply shall be bame and paid for by the Contiaclor (bul
subject to the clause entilled "Limitation of Liabifity™).

h  The Siale raserves the right to offsel the reasanable £ost
of all damoges caused lo the State against any
outstanding invoices or amounts eweo to Conlraslor or
\0 make a claim against the Conlractot therelore.

LIMITATION OF LI1ABILITY:

&) Excepl as may be olherwise approved by the
Deparment of General Services Depuly  Director,
Procurement Division of |heir designes, Centracter's
habilily for damages lo the Slate for any causs
whalsoever, and regardiess of the form of aclion
vihelher in Contract of in tort, shall be fimiled to Ihe
Purchase Price.  For purposes of this sub-seclion a),
“Purchase Price” will mean lhe aggregale Conlract price;
except that, wilh frespect lo a Conbract under which
muitiple purchase orders will be issued (e.g.. a Master
Agresment or  Mulliple Award  Schedule  Conlract),
‘Purchase Price’ will mean the total price of the
purchase oider for the Deliverable(s) or service(s) that
gave rise to ihe loss, such that Contractor wali have a
separate limitalion of Yiabliity for each purchase order.

b The foregoing limitation of Habliily shall aot apply () to
apy lisbility under the General Provisions enlilied
‘Compliance with Stalules and Regufalions™, (i} to
fiability under the General Provisions entifled "Palent,
Copytighl, and Teade Secret Indemnily” of to any other
Jisbilfly (including  withoul limitalion  indemnilication
obligations) for infringement of third party inteliectual
propedy rights; (i) 1o claims arising under provisians
herein calling for indemnification for third pary clauns
against the State for dealh, bodily injury to persons of
damage to real or tangible personal properly caused by

REVISED AND EFFECTIVE SEPTEMBER B, 2014
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27.

28,

Contractor's negligence or willful misconduct, or {iv) lo
costs or attomey's fees that the Slale becomes entitted
1o cecovar as a prevailing pany in-any action

¢)  The Elale's uability for damages for any cause
whatsoever, and regardless ol the forn of aclion,
whaether in Contract of in torl, shafl be linited o the
Purchase Pnce, as hal term s defined in subsection &)
above, Mothing heremn shali be construed 1o waive of
limit the Stale's sovereign mmunily o any other
immunity from suit provided by law.

@ in no event will either the Conliactor or the State be
yable for consequeniial, incidental, indiract, special, of
punitive damages, even if notificalion has been given as
fo the possibility of such darmages. except (i) io the
exienl that Gonlrastor's lrabilily for such damages is
specilically sel (orh in the Stalement of Wark or (i} {0
he extent that Contracto's labllity for such damages
arises out of sub-section bR, DY), or b)) above.

CONTRACTOR'S LIABILITY FOR INJURY TO PERSQONS

OR DAMAGE TO PROPERTY:

a)  The Contractor shall be liable for damages asising out of
injury lo the person andglor damage {o the property of the
Siate. employees of the Slale. persens designated by
the State {or aining. or any other person(s) other than
agenls of employess of the Conlractor, designated by
the Slate for any purpose, prof lo, dusng, o subsequent
to delvery, inslaliation, acceplance, and use of {he
Deliverables aiiher at the Centraclor's site or al 1he
Stale’s place of business, provided that the injury o
damage was caused by the faull or negligence of the
Canlraclor

b)  The Gontractor shalt nol be fiable for damages arising
out of of caused by an afieralion or an Atlachment nol
made or nstalied by the Contractor, or for damage 10
allerations or Allachments that may resull from the
norma! operalion and maintenance of the Delverables
provided by the Ceplractor during the Conlract.

INDEMNIFICATION:  Tne Contractor agrees to indemnify,
defend and save harmiess the Staie, ils officers, agents and
employess from any and at third party clams, cosis
{including witheut limitation reasonable allomeys’ fees), and
losses due to the injury of death of any individual, of the loss
or damage to any real o tangible personal properly. resulting
from the willful misconduct or negligent acts of omisstons ol
the Conliactor or any of its alitiates, agents, subcomraciorns,
employees, suppliers, or laborars furnishing or supplying
work, services, malerials, or supplies in connection vath the
perionmance of this Contract. Such defense ang payment will
be condilionat upon the following:
a)  The State will nolify the Contraclor of any such claim in
villing  and lender fhe defense thereel wvithin 8
reasonable lune, and

285,

30

3.

iz

33

24,

b) The Contracier will have sole control of the defense of
any action on such claim and ali negotiations for e
settlement of compromise, provided that {4 wihen
subslantial principles of goveinment or pubhic law are
involved. when fitigalion might create precedant alfecting
future Stale operations of liabilty, or wher invalvement
of the Stale is olherwise mandaled by law. the State
may participate in such aclion at ils own expense with
sespect to atterneys’ feas and cosls (but not fiability); (i)
where a setllement would impese habilily on {he State
affect principles of Cafiforniz goveinment of public law
of impact the adlhorily of the Siate, the Deparment of
General Services wili have 1he nghl o approve of
disapprove any seillement o  COMMPIONVSS, which
approval vitl nol unreasonably be withheld or delayed:
and (fil} the State will reasonanly cooperate i the
defense and in any related setilemant negaliations

INVOICES: Unless olhenwise specified, invaices shall be
senl te the address sel lorth heein. Involces shall be
submitted in triplicate and shall include the Contract number,
release order numbes {4 applicable); llern aumber, unit price,
extended ilem price and invoice total amount, Slale sales tax
andior use tax shall be itemzed separalely and added lo
gachinvoice as applicable.

REQUIRED PAYMENT DAYE: Paymenl vall be made in
accordance wilh the provisions of lhe Califoinia Prompl
payment Acl, Government GCode Section 927 et seq. Untess
expressly exempted by slatite, the Acl requires Slale
agencies o pay propery submitied, tndisputed invoicas nol
mere than 45 days after (I} the dale of acceplance o
Deliverables or peromance of services; of (1) recelpt of an
undispuled invaice, vhichever is iater.

TAXES: uUnless olhervise tequired by faw, e State of
california is exempt from Federal extise taxes. The State valt
only pay for any Stale of tocal sales or use taxes on ihe
senvdces rendered of Goods supplied to the State pursuant 1o
this Contract.

NEWLY MANUFACTURED GOODS: Al Goods turnished
under this Conlract shall be newly manufaclued Goods of
cerifisd as new and waranted as new by the manufacturer,
used or reconditionag Goods are prohibited, unless olhervise
specified

GONTRACT MODIFICATION: Mo amendment of vanation of
the tenms of this Contract shall be vabd unless made mn
wiiling, swned by the parties and approved as required. No
oral understanding or agiegment not incorporated in he
Contract is binding on any of the parlies.

CONFIDENTIALITY OF DATA: Al dnancial, slatistical,
personal, technical and other dala antl mformation relating lo

‘REVISED AND EFFECTIVE SEPTEMBER 6. 2092
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a5,

36,

the Stale's operatien which are designated confidentiat by the
State and made available to the Conlracior in order lo carry
out this Contract. or which become available to the Contractlor
in carrying oul this Confraci, shall be protecied by ihe
Contracior from unauvtherized use and disclosure {hrough the
observance of ihe same or more effeclive precedural
requirernenls as  are  applicable fo lhe Slate. The
identificalion of ali such confidential data and information as
well as the State’s procedural requirements for protection of
such dale and information from unaulhorized vse and
disctosure shall be provided by the State in wiiling to the
Contractor. ! the melhods and procedures employed by the
Contractor for the proleclion of the Coniractors data and
information are deemed by the Slale to be adequale for the
proleciion of the Slate's confidenlial infonnalion, such
methods and procedures may be ussd, wilh the writlen
consent of the Stale, to carry ouf the inten! of this paragraph.
The Conlractor shall not be rectilred under the provisions of
this paragraph to keep confidential any data or information
which is of becomes publicly available, is already Aghtiully in
{he Conlraclor's  possession  without  obligalion  of
confidenliallty, is independenily developed by the Contractor
outside the scope of lhis Conlract, or is rightiully obtained
from Ihird parlies.

NEWS RELEASES:  Unless olhenvise exempled, news
releases, endorsemenis, adverislag, and social medis
conlent pertaining to this Contract shall nol be made vathout
prior written approval of the Department of General Services.

DOCUMENTATION

@ The Conlractor ageees 1o provide to the State, at no
charge, all Documentalion as described wilhin lhe
Stalemant of Work, and updaled versions thereof, which
are necessary or useful fo the Stale m its use of the
Equipment or Software provided hereunder.  The
Conlractor agress to provide additianal Documentalion
al prices not in excess of charges made by lhe
Contractor  to its  cther cuslomers for  simitar
Documentation.

by If the Contractor is unable (o parform mainienance or the
Slate desires to perdormm ils own mainlenance on
Equipment purchased under this Conlracl then upon
writlen notice by lhe State lhe Contraclor will provide al
Contractor's then current rales and fees adequale and
reasonable assistance including relevanl Documentalion
1o allow the Siale lo maintain the Equipment based on
Contractor's methodology.  The Conlractor agrees that
the Stale may repraduce such Documentation for ils own
use in maintaining the Eaquipment. ¥ the Conlracter is
unable o perdorm maintenance, the Contractor agrees ic
license any olher Conlractor that the Stale may have
hired 1o maintain the Equipment [o vse the above noted
Documentation.  The Slale agrees lo inchide the

37.

Conlraclor's  copysght  nolice  eon any  such
Documentation  reproduced,  in accordance  with
copyright instructions to be provided by the Contracior

RIGHTS IN WORK PRODUCT:

a)

b)

¢)

d)

€)

Al inventions,  discovaries, intellectual  properly,
technical communications and records originaled or
piepared by the Conlractor pursuant to this Conlract
including papers, repofis, chans, Gompuler programs,
and olher Docismentation or improvements thereto, and
fncluting Contractor's adminislrative communications
and records relating to this Contract (cetleclively, the
“Wotk  Proguct™}, shall be  Confractor's  exclusive
property.  The provisions of this sub-seclion 8) may be
revisad in a Statement of Wortk.

Software and other materisls developed or othenwise
obiained by or for Contractor or ils affilisles
indapendently of this Contract or applicable purchase
order {"Pre-Existing Materials'j do nol conslilule Work
Product. §f the Conlractor craates oesivalive works of
Pre-Existing Materials, the alements of such derivalive
wotks srealed pursuant 1o this Gontract constilute Work
Product, but other elements do nol.  Nothing in this
Section 37 will be constewed to  interfere  wilix
Contraclors or its affiliates’ ownership of Pre-Exisling
Materlzls.

The Stale will have Government Purpose Rights to the
Work Product as Deliverable or delivered {o the Stale
hereunder.  "Govemment Purpose Righls” are Ihe
urlimited, irrevocable, worldwide, perpalual, royalty-
free. non-exclusive rights and licenses 1o use, modify,
reproduce, perform, release, display, veale derivalive
works  from, and discose the Work  Product.
“Government Purpose Righis” also include the right o
release or disciose the Work Product oulside the Slale
for any Stale gavernment purpose and lo autherize
recipients lo use, modify, reproduce, perfonn, refease,
display, create darivalive works from, and disclose the
Work Product for any Stale governmeni pumpose. Such
recipients of lhe Work Product may include, without
limitation, Slate  Conleaclors,  California  local
govemments, the UL.S. federal government, and lhe
State and local governmenis of other  stales.
*Government Purpose Rights” do not include any tights
lo use, modily. reproduce, perform, release, display.
creale derivative works frem, of disclose the Work
Product for any commercial purpose. '
The ideas, concepts, know-how, of techaiques relating
lo data processing, developed diuring the course of this
Contiacl by the Contractor or jointly by the Ceniraclor
and the Stale may be used by eilher parly wilhoul
cbligation of nolice or accounting.

This Conlract shall not preclude the Contraclor from
developing malerials oulside his Conlracl thal are

REVISED AND EFFECTIVE SEPTEMBER 8, 2014
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39,

REVISED AND EFFECTIVE SEPTEMBER 8. 2014

compelitive, irrespective of fheir sirpilarity 16 matenals
which migh! be debvered to the Stale pursuant o s
Conlract.

SOETWARE LICENSE: Unless othenwise specified in the

Siatement of Work, the Gonlractor hereby grants to the State

and the Slale aceepts from the Conlractor, subject to ihe

lerms  and  condilions of his  Gontracl, @ petpetual.

irrevocable, royaity-freg, non-exclusive, license o use the:

Sofiware Products in this Contract {hereinaler referred 10 as

“Soliware Producis’).

a) Tne Slate may use the Software Products inihe conduct
of its own business, and any division {hereof

D} The license granted above authorized the Slate to use
the Seftvare Products in maching-readable form on {he
Compuler System focated at the sile{s) specilied in the
Sialament of Woik.  Said Gompuler System and its
assoclaied unlts {colleclively referied to as CPU) are as
designaled in Ihe Slalement of Work, i the designated
£PU is inoperative due o malunction. the license herein
granted shall be temporadly extended (o authorize the
Stale to use lne Soflware Producis. i machined-
readable form, on any olher State CPU untl the
designated CPL) is returned lo operation.

¢) By piior vaillen nolice, the Slate may fedesignate the
G in which he Software Products are lo be used
provided thal the fedesignated CPU is substantiaily
simitar in size and scale al no addilional sost. The
redesignalion shal nol be limited to the atiginat site and
vill be effeclive upon the date specified is the nolice of
redesignalion.

gy Acceptance of Commercial Software fincluding  third
party Soliware) and Custom Sofivare will be governed
by the terms and cenditions of this Conlract.

PROTECTION OF PROPRIETARY SOFTWARE AND
OTHER PROPRIETARY DATA: The Slale agrees lhal all
malenial approprislely marked of identiied in wiiting as
praprigtary, and furmished hereunder afre provided for State's
evclusive use for the purposes of this Contract only. All such
proprigtary dala shall remain the propery of tha Centraclor
The Stale agrees to lake all reascnable steps to insure lhat
such propriatary data are nel disclosed {0 others, vithoul prior
wiltter consenl of Whe Gonlraclor, subject 1o the Galitornia
Public Records Acl. The State will insure, prior Lo disposing
of any media, hat any licensed maleriais contained lhereon
have been erased of otherwise destroyed. The Stale agrees
{hat il witi take appropriale action by instruction, agreament of
othenwise with s employees or ather persons permilled
access to licensed software and other proprietary data to
salisly ils obligalions under this Contracl vath respect 10 USE,
copying. modification, protection and secwrity of propretary
solivare and clher piopretary data.

40,

41,

42

RIGHT TO COPY OR MODIFY:

a)  Any Sohweare Product provded by the Contracior n
machine-readable form may be copled. in whole of i
part. i printes or muchine-readavle lorm for use by the
State with Ine designaled TPU, to patfomy one-time
benchmark tests, for archival of emedgancy teslar
purposes, to replace & wWoln COPY, to understand lhe
contenls of such machine-readable material, or to modify
the Software Producl as provided balow, provided.
however, that ro morte than Ihe number of printed copies
and mactine-readable copies as spaciked in the
Siatemenl of Work will be in existence under his
Contract at any lime withoul pror conseol of e
contraclor.  Such consent shatt not be unreasonably
valhheld by the Gontractor, The original, and any copies
of the Soltware Product, in whele of in pari, wiich are
made hereunder shali be the property of ihe Contractor.

n) The Siale may modify any non-petsenal compuier
Sofiware Product. in machine-readabte form, for its mem
use apd merge i inlo other pregram matefial,  Any
portios of the Software Product included in any merged
program maletial shall be used only on the designated
CPUs and shall be subject to the terms and condifions of
the Contracl,

FUTURE RELEABES! Unless othenvise  spedfically
provided in the Cantract, of e Statement of Work, if
improved versions, e.G., palches, bug fixes. updales or
releases, of any Soliware Product are daveloped by lhe
contractor. and are made avaflable lo olher licenseas. they
vl be made available lo Ihe State at no additional cast only it
sugh are made available to ofher licensees at no additional
cost. Y the Contraciar offers new versions of upgrades to ihe
Software Peoduct, they snall be made available to the State al
the Stale’s option at a price nol grealer than the Centtacl
price plus a prce increase proportionate to the increase from
Ihe iist price of the original versfon {0 that of the aew version,
i any. If the Soltware Product has no list pfice, suUch phce
increase will be proportionate to the increase In average price
from the originat to the pew version, if any, as estimaled by
ihe Contrattor in good faith.

ENCRYPTIONIGPU 1D AUTHORIZATION GODES:

@) Whan Encryplion/CPU ldentificalion (1D} authorizalion
codes ace recuired lo operate lhe Sofiware Produsts, the
Conlracior will provide all codes to 1ne State with
delivery of the Soflware.

b) incase of an inoperative CPi, the Contractor wili provide
a temporary encryplionfCPU 1D aulhorization code 1o the
Syate for use on a tempodatily authorized CPU until the
designated CPU is retumed to operalion.

¢} \When changes in designated GPUs socur, the Slate will
nolify the Conltacler via telephong andlor facsimife/e-
mait of such change. Upon receipt of such nolice, the
Conlraclor wili issue via lelephone andior {acsimilele.
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mail 1o the Stale within 24 hours, & temporary encryplion
1D aulhorizalion code for Use onihe navdy designated
CPL unlil such time as parmanent cade is assigned.

43, PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY:

a)

o)

Coniractor will indemaify, defand, and save harmless lhe
State, ils officers, agents, and employees. from any ang
all third party claims, costs {including without limialion
reasonablte altorneys' fees), and losses far infringement
or violation of any 1.5, inteliectual Property Right by any
product or service proviged hereunder. With respect 1o
claims  atising frem compuler Hasdware of Software
manutactared hy a third party and sold by Contraclor as
8 1eseller, Contraclor vdll pass Lhrougn to the State such
indemnity rights as it receives from such third parly
{Third Party Obligalien”} and will cooperate in enforcing
them:; provided that if the third parly manufacturer fails to
haenor the Third Parly Qbligation, Confractor will provide
the Slate with indemnily prolection equal fo that called
for by the Third Party Obfigation, bul in ro event grealer
than that called for in the fiust sentence of this Seclion
The provisions of the preceding senteace apply only 10
thirg parly computer Hardweare or Soflware sold as a
distinct unil and accepted by the Stale.

Unless a Third Party Obligalion provides olheswise, the
defense and payment obligations set forth in this Seclion
will be conditional upon the following:

i} The Siate will natly the Conttaclor of any stich claim

in wiiting and lender fhe defense thereof within a

reascnable ime; and
iy The Contrastor will have sole confrol of the defense
of any action op such claim and all negotiations for
its settlement or compromise, provided that {a} when
substantiai principles of govermnment or public law are
invelved, when lligation might creale precedent
affecting future Stale operations or labilily, or when
involvement of the Slale is olhenwise mandaled by
law, the Slale may pariicipale in such aclion at its
own expense wilh respect o allorneys’ fees and
cosis {bul ot lability), (b) where a seltlement would
impose liabllitly on the State, affect principles of
Galifornia govemment or public law, or impac! the
aulherily of the State, the Depariment of General
Services will have the right to approve or disapprove
any seillement or compromise, which approval will
not unreasonably be wilhheld or delayed; and {c) the
Siate will reasohably cooperate in Ihe defense and in
any reteted selllement negoliations.
Shoutd the Deliverables, or 1he operalion thereof,
become, or in the Conlractor's copinion are likely to
become, the subject of a claim of inlingemen! of
violalion of a 1.8, Intellectual Propetly Right, the Slate
shall peanil the Conlracler al ils oplion and expense
ellther to procure for the State the right te continue using

)

d)

the Deliverables, or to replace of modify the same so

that thay become non-infringing. ¥ none of these

oplions can reasonably be taken, or if the use of such

Deliverables by the Sfale shall be plavented by

imunction, the Conlraclor agrees to take back such

Detiverables and make every reasonable effoit o assist

Ihe State in procunng subslide Deliverables, U, in the

sole ppinion of the Stale, the return of such inkringing

Deliverables makes the relenlion of other Deliverables

acquired from the Conlraclor under this Conlract

impractical, fhe Siale shall then have the opton of
temminating such Conlracts, or applicable porlions
thereo!, wilhout penalty or tenminalion chaige. The

Conlracior agrees 10 lake back such Deliverables and

refund any sums the State has paid Contractor less any

reasonable amount for use or damage.

The Contractor shall have no liabllity 1o the Slale under

any provisfon of this clause with respect lo any dam of

patenl, copyright or trade secrel infringement which is
hased upon:

(% The combination or ulilization of Deliverables
turpished hereunder vith Equipment, Soflware or
devices not made or fumnished by the Gontractor,
ar,

(i The operation of Equipment fumished by the
Contractor under the conlrol of any Operaling
Software other than, or in addilion 1o, the current
version of Contraclor-supplied Operaling Software:
ar

(lih  The modification initiated by the Slate. or a third
party al the Stale's direction, of any Deliverable
furnished hereunder; or

{iv} The combination of ulilization of Scftware lumished
hereunder with non-Contractor supplied Soltware.

The Contractor certifies that il has appropriale syslems

and conlrols in place o ensure that State funds will not

pe used in the performange of this Conlracl for the
acqulsilion, operalion or maintenance of computer

Soliware in violation of copyrighl laws

44, DISPUTES:

a)

Tne patlies shall desl in good faith and allempl to
resolve potential dispules informally. I the dispule
parsists, the Contraclor shall submit to the Depadment
Director or designze a wiilten demand for a final
decision regarding the disposition of any dispule
between the parties arising under, related Lo or involving
this Conlract. Contrastor's wiillen demand shall be fully
suppaned by factual information. and if such demand
invelves a cost adjustment le the Contract, Conlractor
shall include vith the demand a waitten siatement signed
by an authorized person indicating thal lhe demand is
matde in good {aiih, thal he supporling data ane accurale
and complete and thal the amount requested accurately

REVISED AND EFFECTIVE SEPTEMBER &, 2014
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o)

d)

reflects the Conbtiacl adusiment for which Contraclar
palisves the Slale is llable, The cortraciing Depariment
Ditector o designee shall have 30 days afier ecepl of
Contracters waillen  demand  inwoking  this  Seclion
"Disputes’ 1o render a writlen decision.  If a wiitlen
decision is nol renderad within 30 days alter receipt of
conlractor's demand, it shall be deemed & decsion
saverse to the Contractar's conlertion. If the Contracto!
i not salished with the decision of the Depariment
Director ot designee, the Contaclor may appeal e
degision, in writing, wilhin 15 days of ils issuance {of the
expitalion aof the 30 day periad in the evenl no dacsion
is rendered by the contraching depariment). o lhe
fepsrment of General Services, Deputy  Duector,
Procutemant Division, who shall have 45 days to fender
a knal decision.  If tne Conlractor doas not appeat he
decision of fhe contracting Cepartment Director or
designee the decision shall be conclusive and binding
regarding the dispute and the Contractor shali be barred
from commencing an aclion in couil, or with the Viclims
Compensalion Government Claims Board, for fallure 10
exiaust Conlractor s administrative remedies,

Pending lhe final resolution of any dispule afising under,
related o or ivalving this Gontract, Conlractor agrees 10
diligently proceed with the performance of his Conlsacl,
including the delivery of Goods or providing of services
in accordance with the Stale's instructions regarding Ihis
Contracl  Coniractor's lailure to dilgently proceed in
accorgance with lhe Slate's insliuctions ragarding his
Cantract shall be considered 8 matedal breach of thus
Canlract

Any finat decision of the State shall be expressly
identificd as such, shatt be in wiiling, and shali be signed
by the Depuly Direclor, Procuremeanl Division i an
appeal was made. i the Depuly Director, Procurement
Division falls to render & final decision vithin 45 days
afler teceipt of Contractor's demand, il shall be deemed
a finat daclsion adverse to Conteactor's contentions. The
State's final decision shall be conclusive and binding
regatding the dispule unless Gontractorn Commences an
aclion i a coutl of competent jurisdiclion to contest such
decigion within 90 days follovang the dale of the final
decision or one (1) year folioving the agerual of the
cause ol action, wirchever is later.

For dispules involving  purchases made by the
Depastment of Geneeal Senvices, Procurement Division,
the Contracter shall submil to the Department Director of
designes a wniten demand for 2 final decision, which
shall be fully supported in the manner described o the
subsection a above,  Tne Deparmenl Director of
designee shall have 30 days to sender 8 final decision, 1f
a fnal deciston is nol rendered vithin 30 days afler
recziph of the Conttaclars demand, it shall be deemed a
fingl decsion adverse to the Conbractet's contention.

45.

The fnal decsion shall be conclusive and hinding
segarding (he: dispuie unless the Conlraclor commences
an aclion in a courd of competent junsdiction to contest
such decision vallin 80 days following the date ol lhe
final dacision or one (1) year {oflowing the acoiuat af the
cause of action, whicheve: is !ater.  The dates of
decision and appeal in this section may be modified by
mutuat consenl, as applicable, exceplng the time o
corsmence an action in a court of competent jutisdiclion,

STOP WORK:

a)

b)

The State may, al any fime. by wiltten Stop Work Qrder
{0 the Conltacior, require the Contractor 10 stop all, o
any par, of the work called for Dy ihis Gontracl for a
perod up lo 45 days after the Stap Work Crder 18
deliverad to the Contraclor, and for any further peried 1o
which the parties may agree. The Stop Wotk Ordat shalt
be specifically identified as such and shall indicate i is
issued under this clause, Upon recaipt of the Stop Work
Grder, the Conlraclor shall immedialely comply with it
lenms and iake all reasonable steps to minimize the
incurrence of cosls allocable 1o the work covered by the
Stop Wark Order duting the period of wotk sloppage.
Within a period of 45 days after a Stop Work Ofder 1s
detivered to tne Contractor, or within any extension of
that pencd 1o which {he pafies shall have agreed, the
State shall either
@ Cancel the Stop Waork Order, of
Gy Termminate the work covered by the Stop Work
Qrder as provided for in the temmination for default
or the terminalion for conventence clause of this
Gontrac
i a Stop Wok Order Issued under this clause 15
canceled or the period of he Slop Work Quder or oany
extension thereol expies, the Contractor shall resume
work. Tne Staie shall make an equitable adjustment in
fhe delvery schedule, the Conlracl price, of both, and
the Conlracl shall be madified, in vriling, accordingly. i
i Tne Slop Work Order fesulls in an increase in the
fime required for, or in the Conlfaclor's  cost
propeily alocable to the performance of any part of
ihis Cantract; and
{iy The Gonlactor asserls its sighl to an equilable
adiustment within 60 days aller the end of lhe
perind of work stoppage; provided, that if Ihe State
decides the facts justily the action. the Slate may
receive and acl upon a proposal submitted al any
time belfore finat payment under Ihis Contract.
i a Slop Work Order is not canceled and the work
covered by the Stop Work Order is terminated 0
accorgance wilh the provison entitied Termination for
the Convenience of 1he State, the Siale shail atlow
reasonable ¢osts resuiting from the Stop Work Qrder in
armving at the lermination selipment,

REVISED AND EFFECTIVE SEPTEMBER €, 2014
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46.

47,

d)  The State shail not be hable lo the Contractor for loss of
profits because of a Stop Work Crder issugd under Ihis
clause.

EXAMINATION AND AUDIT: Contractor agrees thal the
Stale, or s designated represantalive shall have the sight to
raview ang copy any recoids and supporting documentation
pedaining to pedormance of this Contract. The Contractor
agrees 1o maimain such fecards for possinle audit for a
minimum of three {3} years after final payment, unless a
fonger perind of records reterlion is  stipulated. The
Contractor agrees lo allow the audlior(s) access o such
records ¢uting normal business hours and in such & mannet
so as to not imterere unreasonably with normal business
aclivities and o allow interviews of any employees or others
who mighl feasonably have information relaled to such
racords. Furiher, Confracior agrees to include g similar right
of the State lo audil records and interview stall in any
subcontracl felated lo parformance of this Gontract.  The
State shail provide reasonable advance vritien notice of such
audit(s) to the Contraclor.

FOLLOW-ON CONTRACTS:

a) If the Conlractor or ils afiiliates provides Techmoat
Consulling and Direction {as defined below), lhe
Contracior and its affibates:

(y  wil nol be awarded a subsequent Contract to
supply the service or system, or any significant
component thereof, that is used for or in conngclion
wilh any subject of such Technical Consulting and
Direction; and

(i} will not act as consultant {e any person of entily
thatl doss receive a Conlracl desciibed in sub-
seclion (). This prohibition will continue for one (1)
year aller tfermination of this Contracl or cormplation
of the Technical Consolting and Direclion,
whichever comes laler,

b) “Technical Consulling and Direclion” means services lar
which the Caenlractor receivad compensalion from the
State and includes:

i) development of or assistance in the development of
work slatemenis, specifications, solicitalions, or
ieasibilily studies;

(i) develepment or design of lest requirements;

{1y evalualion of {est data;

tvy  direction of or evaluation of another Conlractor,

{v) provision of formal recommendatlons regarding the
acquisition of Informalion Technology products of
senvices; or

(vi} provisions of formal recommendalions regarding
any of the above. For purpnses of this Section,
“affiliales’ are employeas, directors, partners, joint
venture patlicipais, parenl corpoialions,
subsidiaries, or any other entily coentrolied by
controlling. or untder common control wilh the

48,

48

50.

Contractor. Control exists when an enlily owns o
directs more than filtly percenl (50%) of the
owslanding shares of securities representing the
right 1o vole for the eleclion of directors of othet
managing aulharily.

€)  To the extent permissible by law, the Director ol the
Depariment of Geperal Services, or designee, may
waive the restrictions set forth in this Seclion by writlen
nofice to the Conlraclor If the Directar delermines they
application would not be in the Stale’s best interest
Except as prohiblted by faw, the resticlions of th
Seclion vl not apply:

{i) o follow-on advice given by vendors of commercial
off-ihe-shelf products, including  Soflware  and
Hardware, on Whe operalion, integration, repai, or
maintenance of such products alfer sale! or

(it where the Slale has entered into a master
agieament for Sofiware or services and the scope
of work at lhe lime of Conlract execution expressly
cals for future fecormendations ameng ine
Contraclor's own preducts.

@) Thne restriclions set forth in This Seclion are in addition o
conflict of inferest restdclions imposed on public
Contraclors by Califainia law ("Conflict Laws™). i the
event of any inconsislency, such Cenfiict Laws ovelde
lhe provisions of {his Section, even If enacted after
execulion of this Contracl,

PRIORITY HIRING CONSIDERATIONS: if this Conlract
includes services in excess of §200.600, he Contractor shall
give priority consideralion in filing vacancies in poslions
funded by the Centiacl to gualified recipients of aid under
Wellaie and Institutions Code Section 11200 in accordance
with PCC Seclion 10353,

GOVENANT AGAINST GRATUITIES:  The Condtaclor
wartanls that no gratullies (in the form of entestainment, gifts.
or otherwise) ware offered or given by the Centractor, or any
agent or representative of lie Contractor, to any office: of
employee ol the State wilh a view loward secuting the
Conlracl of securing favorable tealmenl vilh respect to any
defesminalions tonceming the perlormance of the Conlract.
For breach or violalicn of this warranly, the Slate shall have
the right to terminale the Contract, either in whole of in patt,
and any loss of damage suslained by the State in procuring
on the open markel any items which Centractor agreed to
supply shall be bome and paid far by the Conlractor. The
rights and remadias of The State provided in this clause shall
not be exclusive and are in addilion 1o any other nghis and
remadies provides by law or in equity

NONDISCRINMINATION CLAUSE:
a)  Durng the perormance of s Conlract, the Gontraclo:
and ils subcontracters shall nol unfawfully diseriminate,

REVISED AND EFFECTIVE SEPTEMBER £, 2014
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51,

52.

REVISED AND EFFECTIVE SEPTEMBER 6, 2014

harass ar allow harassment, againsl any employee Of
applicant far employmen ‘pecause of sex, sexual
crientation, race, ooler.  ancestry, fehgious  Creeo,
national origin, disabliily tincluding HIVY and AlDS),
medical candition {cancer}. age, matital stalug, and
denial of iamily care leave. The Conlraciot and
subcentraclors  shall insure thal the evalyalion and
treatment  of their  employees  and apphicants  for
employment are free {rom such discrimination and
narassmenl. The Conlracler and subconiractors shall
comply with the provisions of the Fair Employment and
Housing Act (Government Code, Seclion 12980 ¢t seq)
and the applicable regutations promulgated thereunder
{California Code of Regutations. Title 2, Seclion 72850
el seq.). The applicable reguiahons of the Fair
Employment and Housing Commission implementing
Governmenl Gode Section 12880 {a-f). se! forth in
Ghapter 5 of Division 4 of Tills 2 of the California Code
of Regulations are incorporaled nto this Contract by
reference and made a part hereol as if set forlh in full.
The Contracior and ils subcontractors shall give writlen
nolice of their ooligations under this clause (o labot
prganizalions  with which they have & collective
nargaining or othar agreement

b} The Conlractor shail include lhe nondiscrimination and
compliance provisiens of this clause in all subcontracts
to perform work under the Conlragt.

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:
The Contracior swears under penalty of perjuty Ihal no more
than one final, unappealable finding of contempl of court by a
federal court has heen issugd against the Conlractor wilhin
the immediately preceding bwo-yeal peting because of the
Coniraclor's failure to comply wilh an order of the National
Labor Relations Soard.  This provision is required by, and
shall be construed in accordance with, PCC Section 10296,

ASSIGNMENT OF ANTITRUST ACTIONS: Putsuant 1o
Government Cede Seclions 4552, 4553, and 4554, the
{oliowing provisions are incorporated herein:

a)  Insubmilling an offer to the Stale, e suppher offers and
agrees that il lhe offer is accepied, i will assign to the
stale all fights. Wie, and inleeest in and to all causes of
acticn il may have under Seclion 4 of the Claylon Act
{15 U.8.C. 15) or under the Carlwright Act (Chapler 2,
commencing with Seclion 16700, of Pant 2 of Division 7
of the Business and Prolessions Cods), afising ftom
purchases of Goods, malerial of olher ilems, of se1vices
by the supplier for sale to the State pursuant to the
solicilation.  Such assignment shall be made and
hecome effeclive at the lime the Stale tenders linal
payment lo the supplier.

b if the Siate receives, either  lhrough judgmenl  of
setliernent, a monslary recovery for a cause of aclion

53,

assigned undes this chapter. lhe assignot shall be
entilled o receve reimbursement for actual legal cosls
incutred and may, upon demand, recover from ihe Slale
any portien of the recovery, inclading Ueble demages,
alributable 1o overchacges thal were paid by the
assignor bul were nol paid by the Slale as part of he
offer price. less the expenses incurred in obtaming thal
porlion of the (ecovery.

¢;  Upon demand in wriling by the assignor, the assignes
shall, wilhin one year frem such demant, reassign {he
cause of aclon assigned under Ihis patt if the assinnor
has been of may have been injured by the viotation af
jaw for which fhe cause of action atose and
() he assignee has nol been injured iheieby, o
(i} Ihe assignee declings o file a court aclion for he

cause of action.

DRUG-FREE  WORKPLAGE CERTIFICATION: The

Conlractor cerlifies under penaily of perjury under the laws of

ihe Slate of Callfomta hat the Coniractor will comply willy Ihe

requirements of the Drug-Free Workplace Adt of 1980

(Governmen! Code Section 8350 et geq.) and vill provide &

diug-free workplace by taking the foilowing actions:

a) Publish & statement notitying employees that untawiul
mianufaclure, diskibution, dispensalion, possession, of
gse of a controlled substance is prohibited  and
specilying actions 10 be laken against employees for
violations, as required by Government Code Seclion
§355{a).

p) Eslablish a Diug-Free Awareness Progrant as reguired
by Government Code Section  B355(b) te inform
employees about all of the following:

I} the dangers of drug abuse in the workphace,

{iy Ine person’s of organization's pelicy of matntaining
a drug-fiee workplace,

(i) any available caunseting,  fehabiitation  and
employee assisiance programs; and,

(iv) penalties thal may be impased upon employeas 1ol
grug abuse violalions.
¢} Provide, as required by Government Code Seclion
8355(c), ihat every employee  who works  on the
proposed or resulling Conkact
() will receive 2@ copy ol ihe company's diug-free
policy slaterment; and,

i) vl agree to abide by Ine terms of the company's
siatement as @ condilion of employment on Itre
Gontracl.

FOUR-DIGIT DATE GOMPLIANCE! Contractor waranls
fhat it will provide only Four-Digi Date Comphant {as dehined
below) Defiverables andior senvices 10 the State. "Fouw Digit
Oale Compliant Deliverables and services can accuralely
PIGREsS, calculate, compare. and sequence dale data,
incluging vilhout hrilalion date dalg arising out of of 1elating
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1o teap years and changes in centuries. This warranly and
representation is subject 1o the warranly temms  and
cendilions of fhis Gontracl and does no} limil the generality
of warranty obligations sel forth elsewhere herein.

55, SWEATFREE CODE OF CONDUCT:

a) Condraclor declares under penally of perjury that ne
equipmenl, malerials, or supplies furnished (o the Stale
puisuant lo the Contract have been producad in whole
or in part by swealshop labor, forced fabor, convicl labor,
indenlured labor under penal sanclion, abusive fons of
child labor or explolation of children in sweaishop labor,
ol with the benefil of sweaishop labor, forced laber,
convicl iabor, indenlured labor under penal sanclion,
abusive forms of child fabor or exploitation of children in
swaalshop {abor.  Contractar further declares under
penally of perjury that they adhere {o lhe Sweatiree
Code of Conduct zs sel forh on the Califomia
Deparmenl of Industrial Relalions websile located at
vandit.ca.aov, and Public Cenlract Cede Seclion 6108,

b) Contraclor agrees to cooperale fully in providing
reasonable access {o ils records, documenls, agents or
employees, o1 premises if reasonably required by
authorized officials of lhe Slaie, the Depariment of
Industrial Refations, or the Departmenl of Juslice lo
delerming Conlraclor’s compliance  wilh Ihe
tequirements under paragraph (a).

RECYCLED CONTENT REGUIREMENTS: The Contraclor
shall cedify in wiiling under penaily of perjury, ihe minimum, if
not exact, percentage of postconsumer malerial as definet in
the Public Conlract Code (PCCG) Seclion 12200-12209. in
products, malerials, gocds, or supplies offered or sold (e lhe
Stale {hat fall under any of the slalulory calegories regardiess
of whelher the product meels the requirements of Section
12208. The certification shall be provided by the conlractor,
even If the preduct of good contalns no posiconsumer
recycled maleriai, and even if the posiconsumer content is
unknown. With sespect to printer or duplication carlridges
that comply with lhe requirements of Seclion 12156(e), tha
cerification required by this subdivision shali specify thal the
carridaes s0 comply (PCC 12206 (b)(2)). A slale agency
cordracting officer may waive the certification requirements if
the percenlage of poslconsumer maltetial in the producls,
maleriais, goods, of supplies can be verified in a vaillen
advestisement, including, but nol limited to, a product label, &
catatog, or a manufaclurer of vendor internel weh sile
Conlracters are {0 use, fo lhe maximum exient economically
feasible in the performance of the contracl work, recycled
conlenl producls (PCC 12203{(d)).

CHILE SUPPORT COMPLIANCE ACT: Fot any Conlracl in
excess of $100.000, ke Conlractor acknowiedges in
accordance with PCG Section 7110, thal:

58.

&0,

81.

82,

63.

a4}  Tne Conlraclor recognizes the imporance of chitd and
family support abligalions and shall lully comply wilh alt
applicable Slate and lederal jaws relaling to chitd and
famlly supporl enforcement, including. bul not fimited o,
disclosute of inforrnation and compliance with eamings
asslgnment  orders, as  piovided in Chapter &
{commencing wilh Seclion 5200) of Part 5 of Division
of the Family Code; and

b) The Conlractor, to ihe best of s knowledge is fully
complying wilh the eamings assignment orders of ait
employees and is providing the namas of al new
employees 10 ihe New Hire Registry maintained by lhe
California Employment Davelopment Department.

AMERICAN WITH DISABILITIES ACT: The Coniraclor
assures the Stale that the Conlracior complies with the
Americans with Disabilities Acl of 1980 (42 U.S.C. 12101 et
seq.)

ELECTRONIC WASTE RECYGLING ACT OF 2003 The
Cornlractor cedifies that it complies with the applicable
requisements ol the £ieclionic Waste Recycling Act of 2003,
Chapter 8.5, Part 3 of Division 30, commencing wilh Seclion
42460 of the Public Resources Code. The Conlracter shall
maijniain documentalicn and provide reasonahle accass lols
records and documents ihat evidence compliance.

USE TAX COLLECTION: In accordance with PCC Seclion
10205.1, the Conlracior cerfifies thal It complies with lhe
requirements of Seclion 7101 of the Revenue and Taxation
Code.  Contracter further cerlfigs Lhat It wAll immediately
advise tha State of any change in ils relailer's selier’s permil
or cerification of regisiralion or applicable affiliale’s seller's
permit or cerlificate of registration as described in subdivision
(a) of PCC Seclion 10285.1. :

EXPATRIATE  CORPORATIONS: Contractor  hereby
declaras thal il is not an expaltiate corporation or subsidiary
of an expairiate comoration within the meaning of PCC
Sections 10206 ang 10286.1, and is eligible t¢ Contract with
the State.

DOMESTIC PARTNERS: For Contracts over $100.000
executed of amended after January 1, 2007, the Contractor
cerifies thal the Conlractor is in compliance with Public
Conlract Code Section 10295.3.

SMALE  BUSINESS  PARTICIPATION  AND
PARTICIPATION REPORTING REQUIREMENTS:
a} i for ihis Conlracl lhe Conlraclor made a commitmenl to
achieve small business pardicipation, then Contraclor
must within 60 days of receiving final payment under this
Contract {(or within such other time paticd as may be
speciiied elsewhere In this Conlracl} report lo 1he

DVRE

REVISED AND EFFECTIVE SEPTEMBER 8, 2614
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64,

)

L.OSS LEADER:

awarding depanment the actuat peicentage of small
busmess participalion {hat was achleved. {Govi. Code §
14641

i for this Contragt Confractor made & commilment lo
achieve disabizd veleran business enterpnse (DVBE)
partcipalion, then Conlractor musl within 60 days of
receiving final paymenl under ks Gontract (or wilhin
such other lime period as may be specilied elsewnare in
ihis Contracty cerify in 2 reporl W the  awarding
department: {1) the total amount the prime Conlractor
received under the Contracl, {2) lhe name pnd address
of the DVEBEts) hat patticipated in lhe petformance of
ihe Contract. (3} Ihe amounl aach DVBE 1oceived from
the prime Conliactor, (4) thal ali payments unger the
Gonlract have been mads to the NVBE; and (5) the
actual percentage of DVBE parhicipation  that was
achieved. /A parson of eniity lhat knowingly provides
false information shall be subject to 8 civil penalty for
each wiolation.  {Mil. & Vels, Code & 993.5(d),
Govi Cade § 14841.)

It is untawdul for any person engaged 10

Business vAlhin this state to sell or use any arlicle or produst
as a “loss leader’ as defined in Section 17036 of the Business
and Professions Code  {PCC 12104 .5(b).).

ADDITIONAL CHMAS TERMS AND CONDITIONS

8

"

66,

REVISED AND EFFECTIVE SEPTEMBER &, 2034

3.

CMAS - CONTRACTOR'S LICENSE REQUIREMENTS;
Canlracis thal include installation or the wording “Fuinish and
install” require at the lime of Contract award hat Contaclors
possess a vald Califomia State Contaclor's License. If sub-
Conlraclors are used, lhey must also possess a vatlid
Caiiforniz State Contracior's License. All businesses which
construct of aftes any bullding, highway, road. parking facitily,
raliroad, excavation, of olher struclure 1 Californta must be
licensed by e Califoinia State License Board (CSLB) if the
total cost {labor and materisis) of the project is $5600.00 or
more. Faiiure to be leensed or to keep lhe Hcense cufrent
and in geod standing shall be grounds for Conlracl
revocation.

CMAS -- PUBLIC WORKS REQUIREMENTS
(LABORNINSTALLATION): ’

a)

Frior to the commencemenl of performance. ihe
Conlractor nmiusl obtain and provide to the State, 8
peymen! bond, on Siandard Form 807, when the
Contract  invelves &  public  works  expenditure
{lahorhnsiallation costs) in excess of $6,000. Such bond
chall be in & sum not less than one hundred paicent
(100%} of lhe Contracl prce.

In accordance will the provisions of Seclion 1773 of the
California Labor Code, the Cantractor shall, conform and
stipuiales to the general prevailing rale ol wages.
including employer henefils as defined in Seclhon 17731

c)

d)

of Ihe California Labw Code. apphcable o the classes of

labor fo he used for public works such as at the dehvery

site for the assembly and instaliaton of the equipment or
materials under lne purchase order. Puisuant Lo Seclion

1770 of the Calorma Labor Code, [he Deparment of

dustrial  Relations  has  ascertaned  {he genefal

prevailing rate of wages in ihe counly in wiich the work
is lo be done. lo be as isted in the booklet enlilled

Genersl Prevaiing Wage Rales.  The booklel s

complled monihly and copies of the same are avaitable

from the Deparfment of industrial Rzelalions, Prevailing

Wage Unil al www.dicca.qov {select Statislics &

Research) or (415) F03-4774. The bockiel is required o

be posted at the Jobr site,

The Contractor heyeby corfifies by sigring this Conlracl

hat:

) Conbactor has met of wilt comply with  the
standaras of albrmative compliance wilh the Non-
Discrimination  Clause  Reguirements inchuded
heselin,

iy Conlractor is aware of the provisions of Seclion
3700 of Ihe Labor Code ihat Jequire every
employer io be nsured against  liability for
workmen's sompensalion of to undertake sell-
insurance in accordance Wil the provisions of that
Code, and Contractor  witt comply wilh such
provisions bafore commencing the pettotmance of
Ihe work of the purchase order.

Laws to be Observed

# Labot

Pursuant o Section 1775 of the California Labo
Gode Ihe Conlractor shall, as a penally to the Slate
or Political subdivision on whose behalf the purchise
oider is made or awaided, forfeil nol more than fity
550,00} for sach calendar day. 0 portions thereof.
for each worker paid by him or subsoniracior undes
him, less than {he prevailing wage o stpulated, and
in addition, the Cuntracior fusiher sgrees to pay to
gach workman (he difierence belwaen the aclual
amount paid for sach calenda day, of porlions
mereof, and the stipulaled prevailing wage rate for
lhe same. This provision shall not apply o properly
indenlured apprentices.

Pursuant to Sections 181041815 of the Californis
Labor Code, inclusive, it is further agreed that the
fmaximum hours a wotker is to be amployad 15 liniled
io eighl hours a day and {orly hows 2 week and tha
Conyaclor shall forfelt, as & penally to the Stale,
tventy-live {$25) for each worker employed in the
execution of the purchase order for each catendar
day duang which & workmar (s required or permitted
to lahor more than eight hours i any calendar day ar
more $han forty hours inoany calentar wesk, i
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68,

iy

v

v

violation of California Labor Cotde Sections 1810
1815, inclusive.

Worker's Compensation Insurance

The Gonuractor will be required to secure (he
payment of compensation le its employees in
accordance with ihe provisions of Labor Code
Section 3700.

Travel andg Subsistence Paymens

Travel and subsistence payments shall be paid to
each worker needed o execute the work, as such
1ravel and subsislence payments are defined n he
applicable collective bargaining agreements filed n
accardance wilh Labor Code Section 1773.8.
Apprentices

Special attention is directed to Sections 177,56,
§777.6, and 1777.7 of the California Labor Code and
Title 8, Calilosnia Administralive Code Section 200 et
saq. Each Conlactor andlor subcontraclor must,
prior to commencemsnl of (he public works
Contraclipurchase order, centact the Division of
Apprenticeship  Standards, 525 Golden Gale
Avente, San Francisco, CA, or one of its branch
offices to insure compliance and  complete
understanding of the taw regarding apprenlices and
specifically  the  required  ralio  lhereunder
Responsibility Tor complisnce with Lhis section lies
with the ptime Conlractor.

Payrol

The Conlraclor shall keep an accurale payioll secord
showing the name, sociel secutily account, and work
classification specific and straight time and overtime
hours worked by each employee, A cerlified copy of
lhe employee's payroll secord shall be available lor
inspection as specified in Seclion 1776 of the
California Labor Code.

CMAS - TERIMNATION OF CMAS CONTRAGT:

The Slale may terminale this CMAS Conlracl &t any bme
upon 30 days pricr willlen notice,

it the Conlractor's GSA Mulliple Award Schedule is
teminated wilhin the tenm of the GMAS Conlracl, he
CIAS Coniract shall also be considered terminaled on
ihe same date.

Prior to lne expiration aof Ihis CMAS Conkacl, ihis
Contracl may be terminated for ihe convenience of bali
pariies by mutual consent.

This provision shall nol selieve lhe Centractor of the
obligation o perforn under any purchase order of alher

aj

h)

c)

g

similar

ordering document execuled prior to the

tarmination becoming effective.

CPAAS .- CONTRAGT AMOUNT: There is no guarantee of
minirum purchase of Conleacior's products or services by he
State.

68, CMAS

Gontracts):

Dobarment  Gertification  (Federally Funded
When Federat luntds are being expended. the

prospective recipienl of Federal assistance funds is requirad
io cerlliy to the Buyar, thal neithar it nor it prnoipals are
presenily debarred, suspended. proposed far debarment,
declared ineligible. or voluntardly excluded from participation
in this lransaction by any Federal departmenl of agency.

70. CMAS -- PURCHASE ORDERS FUNDED N WHOLE OR
PART BY THE FEDERAL GOVERNMENT: All Contracts
ancluding individual orders), excepl for State construclion
projects, which are funded in whole or in patl by the lederal
government may be canceled wilh 30 day nalice, aod are
subject Lo the following:

It is mutually understood between the paties that this

al

b

Contracl
ascedaining  the

willlen  belare
congressienat

{order) may have been

availabilily of

appropriation of Tunds, for the mulual beneft of balh
paties, in order 1o avoid program and fiscal delays

which

would occur if the Coniract {order) were

exacuted afler that delerminalion was made.
This Gontracl (order) is valid and enforceable onty
suficient funds are made avaiiable to the Stale by the
United States Govemmenl for the fiscal year duning
which the order was generated for he purposes of this
pragram, n addition, nis Conkact (order) is subject to

any

additional restricions, limilalions, or conditions

enacted by lhe Congress or any stalide enacled by the
Congress lhat may atfecl the provisions, lems or
funding of this Conlracl (prder} in any mannes.

it is mulually agreed thal il the Congress does not
appropriale  sufficlent funds for the program, lhis
Contract {ordery shall be amended to reflect any

reduction in funds.

The deparimeni has he oplion to

void the Conlract {order) under the 30-day cancellation
clause of io amend the Contract to teftect any reduclion
of funds.

71. CMAS — CONFLIGT OF INTEREST:
Currenl State Employees (Public Conltact Code Seclion
10410}

aj

b)

0

No officer or employee shall engage in any
emplayment, aclivity or enterptise frem which the
afficer or employes teceives compensation or has a
nancial interest and which is sponsored or {unded
by any Stale agency, uniess lhe empioyment, aclivily
or enterprise is required as a condilion of reguiat
Stale employrnant.

No officer or employee shall Contract on his or her
own behal as an independent Contraclor wilh any
Stale agency lo provide Goods of senvices.

Former Stale Employees (Public Contcact Code Section
10411)

i}

For Ihe two-year period {rom the dale he or she left
State employment, no former State officer of

EVISED AND EFFECTIVE SEPTEMBER &, 2014
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75,

employze may enter into & Contract i which he of
she engaged in any of the negotiations, wansactions,
planning, arfangerments of any pari of lhe decision-
making process felevant to lhe Conlract  while
employed in any capacily by any Stale agency.

iy For e twalve-monih petriod from ihe date he of she
teft Slale emptoyment. no former State officer or
empioyes may enter inlo a Coniact with any Slale
agency if he or she was empleyed Dy thal Slale
agency in a policy-making position in the same
general subjecl area s the proposed Gonlract wathin
lhe twelvemonth period prior to his or her leaving
Slate sevice.

CMAS - SUBGCONTRACTING REQUIREMENTS!

Any subcartractor 1hat the CMAS suppher chooses 1o use In
fudfiting the reguirements of this Contract {order), and which
is expected to 1eceive more than ten {10) parcent of value of
the Contraclpurchase order, must alse meet alt Conlractual,
administeative, and technical requirements of the Conlract
{order), as apphcable.

CMAS -- RENTAL AGREEMENTS:

The State does nol agree to:

+  Indemnily a Conteactor;

»  Assume responsibility for matters beyond its control,

+  Agiee to make payments in advance!

+  Accept any other provision cresling & cenlingent llabitity
against the Stale; or

» Agree to obtain insurance fo protect the Goentraclor

The Slate's responsivility for repairs and labllity for damage

or foss is restricled to thal made necessary by o7 tasulting

from the negligent act or omission of the State or its officers,

employess, of dgenls.

if the Contractor maintains lhe equipment, the Contractor
must keep the equipment in good working order and make all
nesessary repairs and adjusiments wilhout qualification. The
State may terminale for defaull or cease paying rent should
the Contractor falt o maintain the equipment propety.

Persanal properly laxes are not generaily reimbursed when
leasing equipment {SAN 8736}

CHAAS -- LEASE (Lease SMarl *): It an agency desires to
lease through Lease Sian **, the Contraclor agrees 1o sell lo
tessor lhe assefs at Ine same price as they agree lo sell to
e Slale

GMAS - PROGRESS PAYMENTS & RISK ASSESSMENT:
in accordance with PCC 12112 agencies are reguired lo
valhhold ot less than 10 percenl of the Contract price unld
final delivery and acceptance of the Guods or services, for
any Contiacl thal provides for progress payments in &

76.

71.

Gonliact for 1T Goads o services to be manulactured o
petiommed by & Conwaclor especially {er the State and not
suitable for sale lo olhers in the ordinary cowse ol the
Contractor's business.

inlerim Risk Assessment guidelines and-financial protection
measures are detailed in POC 12112 for agencies to use o
determine their applicabilily o agency projacts.

CMAS - QUARTERLY REPORTS: Conlraclois are required
lo submil quatterly business aclivity reports. as spacified In
this Conlract, oven when fhere is no activity A separate
report 1t required for each Contracl, as diflerenliated by alphs
sufftx

CNAS — CONTRACTOR EVALUATION: in accordance with
PCC 10367 antd 10369, performance of ine Conlraclor under
arders issued against this Contracl will be evatualed. The
otdesing agency shall complete a wriilen evaluation, and it Ihe
Gonlractor did not satistaciorily parform the work specilied. a
copy of the evalualion wili be sent to Ihe DGS, Ofice of Legat
Services.

REVISED AND EFFECTIVE SEPTERMBER 8. 2014
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CLOUD COMPUTING SERVICES SPECIAL PROVIGSIONS
(Software as a Service)

THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaB), AS DEFINED BELOW,. THESE
SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS — INFORMATION TECHNOLOGY AND ACCOMPANIED
[Y, AT MINIMUM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA)L. STATE AGENGIES MUST FIRST:

A,
B.
C.

a)

b)

c)

e}

f)

g}

a)
b)

G

)

a)
by

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAH) 5305.5;

CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTIGULAR TECHNOLOGIGAL
ARPROACH, IN ACCORDANGE WITH SAM 4981.1, 4983 AND 48831 AND THEN,

MODEY THESE SPECIAL PROVISIONS THROUGH THE SOW ANDIOR SLA TO MEET THE NEEDS OF EACH ACGHHSITION.

Pefinitions
"Cloud Soltware as a Service (SaaS)” - The capabilily pravided e the consumer 15 10 use apphcations mate avaifable by the

provider sunning or 8 cloud infrastructure. The applications are accessibie from various client devices through a thin client interface
such as a web browser {e.q., web-based emalll. The copsumer doas npl manage of contol the underdying claud infrastiucture
including nelwotk, servers, operaling syslems, storage, of aven individuai applicalion capabiilies, with the possible exception of
limited user-spacific appiication configuralion seilings.

“Gloud Platiorm as a Sorvice {Paa$} - The capability provided to the consumer Is lo deploy onlo the cloud infrastruciure consumer-
crealed of acquised applications created using programming ianguages and tools supporied by the provider. The consumer does not
manage or contro! the underying cloud infrastruclure including nelwork, servers, aperating systems, of storage, but has conleol over
the deployed applicalions and possibly application hosting environment configurations.

“Cloud Infrastructure as a Service (laaS)” - The capabilily provided to Ihe consumer Is to provision processing, sterage, nalworks,
and other fundamentat compuling resources whare the consumer is able lo deploy and tun arbitrary soltware, which can inglude
oparating systems and applications. The consumer does nol manage or control the underlying cloud infrastruciure bul has control
over oparating systems; slorage, deployed applications, and possibly limiled contrel of selest networking components (e.q., hosl
firawalls).

“Data” - means any informalion, formulae, algorithms, or other contenl that the State, Ihe Siale's employees, agents and end users
upload, create or modify using the SaaS pursuant fo this Conlracl. Data also includes user idenlilicafion informaticn and meladats
which may contain Data or from which the State'’s Data may be ascertainable,

“Data Braach” - means any access. destruclion, loss, theft, use, modification or disclosure of Data by an unautharized party or lhal is
in viotation of Conlracl lerms andfor applicable stale or federal law.

"Recovery Point Objective (RPO) - means the poinl in ime 10 which Dala can be recovered andfor systems restored when service
is reslored alter an interruption. The Racovery Poinl Objective Is expressed as a length of time belween the interruplion and the most
proximale backup of Data immedialely preceding lhe interraption. The RPO s detailed in the SLA.

"Racavery Time Objective {RTO) - means the pered of lime within whieh information technology services, syslems, applicalions
and functions must be recovesed fofiowing an unplannad inlersuption. The RTO is detailed in lhe SLA.

Terms
Saas AVAILABILITY: Unless olhenvise siated in the Stalement of Work,

The Saad shall be available twenly-four (24) hours per Hay, 365 days per year (excluding agreed-upon maintenance downtime).

If SaaS monthly avaitabilily aversges less than 99.8% (excluding agreed-upon maintenance dovmlime). the Stale shall be entilled to
recover damages, apply credits or use olher contraclual remedies as sel forthin the Statement of Work.

if Saas monthly availabilily averages less than 99,9% {excluding agreed-upon mainlenance downtime), for three {3} or more months
in a rolling lwelve-manth period, the Stale may lerminate he contrac! for material breach in accordance vath the Termination for
Defaull provision in the General Provisions - afarrmation Technalogy.

Gontractor shali provide advance wiillen notice io the State in the manner set forlh in lhe Staternenl of Wotk of any major upgrades or
chanpes hal will affect the SaaS availability.

DATA AVAILABILITY: Unless olhenvise slated in the Stalement of Work,
The Dala shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance gownlime).
If Dala monthly avaiiablily averages less han 99.9% (excluding agreed-upon maintenance downlime), the State shalt be entitled to
recover damages, apply credils or use olher contractual remedies as set forth in the Statement of Waeik if the Slate is unable to
access lhe Dala as & result of:

1) Acls or omission of Contractar,

2} Acls or amissions of third parties working on behalf of Conlractor,
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3} Network compromise, nebwork intrusion, hacks, intcoducton of wuses disabling devices, mahware and other forms of aitack
that can disrupt access 1o Conlraclors server, o Ihe exient such attach would have teen prevented by Contractor waking
reasonable industry slantdacd precaulions;

4)  Power outages of ather telecommunicalions of Inlernet failures. to the exient such outages were within Conlractor's direct
of express control.

¢) W Data monlhly avallability averages less hark 09.9% (excluding agreed-upon maktenance downhime} for three {3) of more months in
a roling twelve-monin pariod, he State may terminate the contract for malenal breach st accordance wilh the Termination for Delaul:
provisiun in the General Provisions ~ informalion Technology.

4. SaaS and DATASECURITY:

a) !In addilion to lhe Compliance with Stalutes and Regulations provision set forth i the Generat Provisions - Information Technotogy,
Conlractor shall cedify o he State.

1) The sufliciency of its securily slandards, tools, technologies and procedures N providing Saa$ under i Contract,
2y Compliance with the following:
i The Calilornia Information Practices Act {Civit Gode Seclions 1796 el seq.);
i Secudly provisions of the Galifornta State Administrative tanua! (Chaplers 5100 and £300) and the Califorcia Statewide
nformation Management Manval {Seclions 580, 580, 658, 53064, 5310A and B, 53250 and B, 53304, B and C, 53404,
B and C, 53608)
fil. Undergo an annuat Stalement on Standards for Adleslation Engagements (SSAE) No. 16 Service Organization Contot
(50C) 2 Type [l audit. Audil results and Contracter's plan to corect any negative findings shall be made availabls to the
Slate upon request; and
. Privacy provisions of the Fedesal Privacy Act of 1674;
3} Comphance vith applicable industiy standards and guidelines, including but not timited to relevant security provisions of the
Payment Gard Induslry (PCl) Dala Security Standard {PCIOSS) including the PCIDSS Cloud Gompitling Guidalines.

p}  Conlractor shall implement and maintain all appropiiate adminislralive, physical, technical and procedural saleguards in accordance
wilh section @) above at all times during the term of this Conlract fo secure such Dala from Data Breach, protect the Dala and the
SaaS from hacks, introduction of viruses, disabling devices, malvware and other forms of malisicus or inadverten! acts thal can disrupl
the Slate's access loits Dala.

£} Conlraclor shall alflow the Siate reasnnable acoess o SaaS securily logs, lalency statistics, and otherselaled SaaS securily data that
affect this Coniract and the Stale’s Dala, at no costia the Stale.

g) Coniractor assumas responsibilily for the secusily and confidentiality of the Data under ils control.

a) No Data shall be copied, modified, desttoyed of deleted by Conlraclor other than for nosmal operation or mainlenanta of SaaS during
the Contracl paricd without prlor wiillen notice {o and wriller approvat by the Slale.

) Remole access to Dala from outside the continental United Slates, including remaote aocess 1o Dala by aulhorized SaaS suppoert stafl
in idenlfied support centers, is prohibited unless approved in atdvance by the State Chief Informalion Security Officer.

5 ENCRYPTION: Coniidential, sensilive or personal information shall be encrypled in accordance vith Calitornia State Administralive
Manual 5350.1 and Califormia Stalewide Information Management Manual H305-A.

6) DATA LOCATION:  Unless othenvise slated in the Slatemeni of Work ant approved in advance by lhe Slate Chiel Infoamation
Securily Officer, ine physicat location of Conlraclors data cenler where the Data Is stored shall be within the continental tinited
Stales.

7)  RIGHTS TO DATA: The parties agree ihat as between them, all nghts, inciuding ail inteflectuat properly rghts, i and to Dala shall
remain the exclusive prapery of the Slale, and Contractor has a limited, non-exclusive license 10 access and use the Dala as
provided to Contractor solely for perorming iis obligations under the Contract. Nothing herein shall be construed to conler any ficense
or nght to the Data, including user tracking and exceplion Data wilhin lhe system, by implicalion, estoppel or ofherwise, under
copynght or olher intellectual properly fights, to any third party. Unautharized use of Dala by Contractor or it paties is prehibited
For the purposes of this requirement, the phrase ~unauihorized use’ means ihe dala mining of processing of data, slored of
transmitied by the service, for unrelated commercial purposes, advertising of advedising-related purpases, of for any olher purpase
ather [han securily or service delivery analysis that is not explicitty aulhonzed.
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&)
a)

b)

43}

f

8)
a)

D)
o

d)

£)

10)
)

TRANSITION PERIOD:
For ninety (80) days prior 1o Ihe expiration date of this Contract. of upan rolice of termination of this Cantracl. Contraclor shall assis)

the Stale in exttaciing and/or iransitioning ail Data in the formal determined by the Stale (“Transilion Periad”),

The Transition Period may be modified in the SOW or as agieed upon in wiiling by the parlies in & coniract amendment.

Duting the Transilion Period, Saas and Data access shall cortinue to be made available {o the Slale wilhaut alleration

Contractor agrees to compensale the Stale for damages or losses Ine State incurs as 2 resuil of Conlraclor's. fallure 10 comply valh
Ihis section in accordance with the Limitation of Liabllily provision set forth in the General Provisions - Information Technology

Unless olhenvise stated in the SOW., the Centraclor shail permanently destroy or render inaccessible any parion of the Data i
Contraclor's andlor subcontmactor's possession or conirol following the expiration of all obfigations in this seclion. Wthin lhirly (30
days, Conlractor shali 1ssue 3 wiillen statemenl o the State confirning the destsuction or inaccessibllity of Ihe Stale's Data,

The Slate at Its oplion, may purchase addilional transilion services as agieed upon in the SOW.

DATA BREACH: Unless otherwise staled in the Statement of Work,
Upon discovery or reasonable beliel of any Data Breach, Contractor shall nolify the State by ihe (astesl means available and also in
willing, with addilioral nollication provided 1o the Ghigf Information Security Qfficer or designee of the cenlracling agency. Contracior
shall provide such nolification within forly-sighl (18) hours after Contractor reasonably beifeves lhere has been such a Data Breach.
Gontractor's nofification shall idenlify:

1) The nalure of the Dala Breach,

2} The Dala accessed, used or disclosed;

3)  The parson(s) who accessed, used, disclosed and/or raceived Dala {If known),

4)  Whal Conlractor hias done ar vill do 1o quarantine and miligate the Data Breach; and

5)  Whal correclive action Coniraclor has taken or wili 1ake o prevent futwre Dala Breaches.
Conteactor will provide datly updates, of more frequently If required by Ihe Slale, regarding findings and actions periormed by
Gontractor until the Data Breach has been elfectively resolved to the State’s salisfaclion.
Contractor shall quarantine Ihe Dala Breach. ensure secuse access to Data, and repair SaaS as needed in accordance wilth the SLA
Failure to do so may resuit in the Stale exercising ifs options for assessing damages or ather remedias under lhis Contracl.
Netwilhstanding anything to the conttary in lhe General Provisions - Informalion Technology, in performing services under this
Coniract, and lo the extent authorized by the Siale in the Statement of Work, Contracter may be permilled by lhe State to use
systems, or may be granled access to {he Slate systerns, which store, ransmit or process Stale owned, licensed or mainlainad
computerized Dala consisting of personal information, as defined by Givil Cede Section 1798.29 {g). ¥ the Centractor causes or
Knowingly experiences a breach of Ine secwity of such Data, Coniracter shall inwnediately report any breach of securily of such
system to the State foliowing tiscovery or nolification of the breach in the securlty of such Data. The State’s Chiof Infermation
Security Officer, or designee. shall delermine whather nolificalion lo lhe individuals whose Data has been fost or breached is
appropriate. Il personal informalfon of any resident of Califomia was, of is reasonably believed 10 have besh acquired by an
unauthorized person as a result of a security breach of such system and Dala that is not due to [he fauit of the Stale or any person of
entily under the controt of lne Slate, Conlractor shail bear any and ali costs associaled with the Slate's nolificalion obtigations and
other obligations set forihy in Civii Cade Seclion 1798.29 (0) as well as the cost of credit monitering, subject 1o the dollar 'mitation, il
any. agreed to by the Slate and Conlraclor in the applicable Slatement of Work. These cests imay include, bul are not limited to stafl
time, material cosls, posiage, media announcemenls, and olher idenlifable costs assoctated with the breach of the securily of such
personal information.
Contractor shatl conduct an invesiigalion of the Data Breach and shail share the repari of the investigation with the Slate The Slate
andfor its aulhonzed agents shali have the right fo iead (if required by law) or patticipate i the investigalion. Confraclor shail
cooperate fully with the Siale, its agents and law enforcament.

DISASTER RECOVERY/BUSINESS CONTINUITY: Unless olherwise siatad in the Stalemeant of Work,
In the evenl of disaster or calastrophic fallure thal resulls in significant Data loss of extended loss of access to Data, Contraclor shalt
noflly the State by the {astest means avallable and also in waiting. with additional notification provided to the Chief Infermation Seourity
Officer or dasignee of the conlracting agency. Condraclor shall provide such notification within twenty-four (24} howrs afier Contracior
tensonably belisves Ihere has been such o disaster or eatastrophic faiture. In the notification. Contaclor shall infenn the Stale of;

1)} The scale and quantity of Ihe Dala loss;

2} Wnat Contractor has done or wilt de to recover the Dala and mitigate any deletericus effect of the Data foss, and

3y Whal corraclive action Conlractor has laken or will lake lo prevent future Data loss

4) I Conlractor fails lo respond imimedialely and remedy the failure, the Stale may exercise ils oplions for assessing damages

of other remedies under this Conlract.
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b)

o}

12)

Contractor shall restore continuity of Saab, restore Datz in accordance wilh he RPO and RTO as set forth in the SLA, restore
accessibilly of Data, and repair Saas as neaded 1o meel the performance requirersents stated in tne SLA £ ailure to do s may resull
in the Stale exercising s aplions for assessing damages of other remedies under this Coantrach.

Contractor shall condug! an investigation of the disaster or catasirophic: faitufe and snall shaie the repori of the investigation with the
Slate. The Siale andfor ifs authorized agents shall nave the noghl to lead (il required by law) of participate in the investigalion
Conteactor shall conparate fully wilh the State, ils agents ang taw enforcement

EXAAINATION AND AUDYT: in addition to the Examinalion and Audil provision sel feribin the General Prowsions - informalion
Technolony, unless olhenvse stated in the Statement of Work:
Upon advance writlen request, Conlractor agrees that the Slate or ils designaled representative shall have access to Gontraclors
SaaS. oparationat documentation. records and databases. including online inspections. fhal relate to he Saas purchased by ihe
Slate
The online inspaclion shall allow the State, 48 autharized agents, of a mutually scceplable third party to test that controls are: i place
and working as intended. Tesls may inciude, but not be imitad to. the follovang:

1) Operating systeminetwork vuinerabilily scans.

2y Web applicalion vulnerahilily scans,

3)  Dalabase applicalion vuinerability scans. and

4}  Any other scans to be performed by the State of representalives on behalf of the Slale.
Afier any significant Data loss or Dala Breach or as a result of any disaster of calastrophvic failure, Contraclor will at its grpense have
an independent, industry-recogynized, Slate-approved third parly perfors an infarmation securily audgil.  The audil resulis shali be
siared wilk Ine Slale within seven (7) days of Conlractor's 1eceipt of such resuits. Upon Conlracter receiving the esulls of he audil,
Contractor will provide lhe Slale villr wrllen avidence of planned semediation wilhin thiry €30) days and promplly modify its socurity
measuies in order o meet ils obligatiens under this Contract.

DISCOVERY: Conteactor shall promptly nolify the State upon teceipl of any requests which in any way might reasonably reguire
access 1o [he Data of the Stale or the Stale's use of Ihe SanS. Contractor shall notify the State by the fastest means avaiable and
aise in writing, with addilional nolification provided {o the Chief information Secunity Officer or designee of the coniracling agency,
unigss prohibited by law from providing such nolificalion. Contractor shali provide such nolification witnin forty-eighl (48) hours after
Contrackor receives e request. Conlractor shail not respond to subpoenas, service of process, Public Records Act requesls, ang
otnher legat fequests directed at Conlracior regarding this Contracl wilhout first notifying the Stale unless prohibited by law from
providing such nofification Conlraclor agrees o provide s intended responses to the Stale wilh adequate time for the State o
review, revise and, if necessary, seek a proteclive order in 2 courl of competent junsdiclion.  Cenlractor shall not reapond to legal
requesis directed at the Slate unless authorized invaiting to do so by Ihe Siale.
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